RENESAS Application Note

RL78/G23
Updating Firmware by Using UART Communication and Boot Swapping

Introduction

This application note describes how to update firmware in code flash memory by using an update program
that remains in the code flash memory.

In this method, the code flash memory is divided into two areas: the Execute area and the Temporary area.

Renesas Flash Driver RL78 Type01 is used to reprogram the flash memory and perform boot swapping.

Target Device
RL78/G23

When applying the sample program covered in this application note to another microcomputer, modify the
program according to the specifications for the target microcomputer and conduct an extensive evaluation of
the modified program.
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1. Specifications
1.1 Overview of Specifications
The sample program covered in this application note updates the firmware in the code flash memory.

The boot area is reprogrammed by using the boot swapping function. The other areas are reprogrammed by
using temporary areas in which the reprogramming data is temporarily saved. This method allows the
firmware to be updated while the user program (application) is running.

The firmware is updated via UART communication by using four commands: START, WRITE_BOOT1,
WRITE_TEMP, and END.

The execution status of the application and commands is indicated by LEDs.
Two sample projects are included in this application note, each can be replaced by firmware updates.

If you use a product with ROM size other than 128 KB or 768 KB, please refer to “1.2.8 Copy Flag” and
“4.3 Setting the ROM Size Specification Constant” and modify the sample programs.

Table 1-1  Directory of Sample Project

workspace Description
\workspace
\CS+
\e2studio
\IAR
\128KB Project for 128KB products
\LED1 Sample project 1 (Blinks LED1)
\LED8 Sample project 2 (Blinks LEDS8)
\768KB Project for 768KB products
\LED1 Sample project 1 (Blinks LED1)
\LEDS8 Sample project 2 (Blinks LEDS8)

LED output port assign differ between the project for 128KB and the project for 768KB. In this application
note, in the case of using the project for 128 KB is explained as an example. When using the project for 768
KB, please read the port numbers as shown in the table below.

Table 1-2  Assigned port for LED output

1. Specifications
1.1 55T A
KN AEIRFNBRRGIEFERAEAEFEFRNE .

WA SRR EFRIZS I SXE. HIXKE@EIERRPIRIREFEERIZHIEN IR KR ERIZ,
BRAAVERFER (MNAER) BITHEMEMF.

BB TuartBEEANEN S HITER: START, WRITE_BOOT1
WRITE_TEMP, HZR,

Rz A28 LRI TR S HLediE o
ANAERFEERNRAME, SNNEHALLETE M BT,

NRIEFEARIROM AN E128KBEL768KBI™fa, ESH"1.2.8E KNS "H"431R EROMA/NIE E 8" H
BURBIRERF.

RI-1RBHHMEER

workspace Description
\workspace
\CS+
\e2studio
\IAR
\128KB 128kbi=mIN B
\LED1 BT (RAMELED1T)
\LEDS8 TEIE2 (RERLEDS)
\768KB 768kbr= I E
\LED1 BT (RAMELED1T)
\LEDS8 TFIE2 ((RAYELEDS)

LED#ai B % O 1E128kbBIIN B F1768KBAYIN B 2 8] D EE A B, TEAMNBEEIZSH, LUFEHR128KBAIIN B AT
B, HEM768KBMIIMAERY, 1FHIETRFATMNIKEOS,

FK1-2ledi@t M ECIRO

LED no. Project for 128KB products Project for 768KB products
LED1 P03 P33
LED2 P02 P34
LED3 P43 P145
LED4 P42 P106
LEDS P77 P105
LED6 P41 P104
LED7 P31 P103
LEDS P76 P46
RO1AN6255EJ0100 Rev.1.00 Page 4 of 71
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Table 1-3 Peripheral Function and Use

Peripheral Function Use

Serial Array Unit UARTO Data communication

P03, P02, P43, P42, P77, P41, P31, P76 Digital output controlling LED1 to LED8

Table 1-4  Application operating state and indication on LED1 to LEDS8. (Updating sample project 1
to 2)

Application operating state Indication on LED1 to LED8 Operating firmware
Application before updated is LED1 blinks Sample project 1
running

START command received LED?2 lights up

WRITE_BOOT1 command received | LED3 lights up
WRITE_TEMP command received LEDA4 lights up

END command received LEDS lights up

Temporary area being copied LEDG lights up

Error termination Only LED7 lights up

Application after updated is running | LEDS8 blinks Sample project 2

1.1.1 Overview of Renesas Flash Driver RL78 Type0O1
Renesas Flash Driver RL78 TypeO1 is software that reprograms the firmware in the code flash memory
installed on an RL78 microcontroller.

The content of the code flash memory can be reprogrammed by calling Renesas Flash Driver RL78
TypeO1 from the user program.

To perform flash memory self-programming, the user program needs to perform the necessary initialization
processing and run the functions that correspond to the necessary operations in C or assembly language.

RO1ANG6255EJ0100 Rev.1.00 Page 5 of 71
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®1-35MaThEER A

SMEIThEE

T ER1T7PESI B FTTUARTO HIEBEIN
P03, P02, P43, P42, P77, P41, P31, P76 HFHHITHILED1 ZELEDS

FR1-4LED1 ELEDS LM BiZ1TIREMIET,. (BFMRHIMBE1E2)

MRREFEITRE [Led1ZELEDS#5 R IR EEH
CEMEIMN BIEF ETEIETT | LED1 blinks [ EARmAEN
& =Tk T [LED2=i2

U EIWRITE_BOOT185 % | LED3=i#2

U EIRIWRITE_TEMPE < | LED4A=i2

EWEINE RS S | LED5=i2

TIETEE S8 IRE X [ LED6=iE

ERIR&LE RELED7=#E

EMENNBEFIEEIET " | LEDS blinks REZSIU=P)

1.1.11%iEAFIE RN 23RL78Type 01 iR
i IN7Z IR BN 8]RL78 TypeO1 2 — MR, AIN R EERL7SMIEHIR E A BINERNE Y H#TERRIZ.
KIBINTZH A B OB B A IR N7 IR 528 RL 78 B4R T2

TypeO13REBRBF#EF.
BRITNEFEBERE, BRPEFEERTLEMBLLAIE, FUCH CRIES TS HEIRIEIEXNAIHEE,
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1T12RBAEFEFXE (Miti08000HEIRfE—Mtilit) D AMADKEL, AWAZEICTE MR EIERER
RPN, F—PXE (MMUL08000HEIAFR) AHRITXE, FZPKE (MAORERE— i) K

1.1.2 Code Flash Memory IR R, 1R BO LA B S A MR IEROMBY A NTI R, BH iR 5155 SR AIGR K, HI

The program area (from address 08000H to the last address) is divided into two areas and the sample
program covered in this application note uses these two areas. The first area (from address 08000H to the
boundary) is called the Execute area and the second area (from the boundary to the last address) is called
the Temporary area. The address of the boundary and the last address differ depending on the size of the
ROM. The update program is written in boot cluster 1 and the Temporary area. Therefore, if you write a user
program, make sure that it is stored within boot cluster O and the Execute area.

Table 1-5 Start and End Addresses of the Two Areas According to ROM Size

, MREBEERFER, BRREEM®EEDbootclusterOfExecute X 3K,

R1-5iRIBEROMK/NEI TR EKIHBI FFIA NS SR stk

ROM size Execute area Temporary area  ROMK/)N HATXE Il B X 35

96KB 08000H to FFFFH 10000H to 17FFFH 96KB 08000H to FFFFH 10000H to 17FFFH
128KB 08000H to 13FFFH 14000H to 1FFFFH 128KB 08000H to 13FFFH 14000H to 1FFFFH
192KB 08000H to 1BFFFH 1COO0O0OH to 2FFFFH 192KB 08000H to 1BFFFH 1COO0OO0OH to 2FFFFH
256KB 08000H to 23FFFH 24000H to 3FFFFH 256KB 08000H to 23FFFH 24000H to 3FFFFH
384KB 08000H to 33FFFH 34000H to 5FFFFH 384KB 08000H to 33FFFH 34000H to 5FFFFH
512KB 08000H to 43FFFH 44000H to 7FFFFH 512KB 08000H to 43FFFH 44000H to 7FFFFH
768KB 08000H to 63FFFH 64000H to BFFFFH 768KB 08000H to 63FFFH 64000H to BFFFFH

Figure 1-1 Memory Map B1-1R7FR4t

FFFFFH 1FFFFH FFFFFH 1FFFFH
Special function registers (SFRs) FERRINBE ST 7788 (SFRs)
256 bytes
FFFOOH Program area FFFOOH HER
FFEFFH | General-purpose registers FFEFFH | General-purpose registers
FFEEOH 32 bytes FFEEOH 32 bytes
FFEDFH RAM FFEDFH RAM
FBEOOH 16 Kbytes 040CEH O7FFFH FBFOOH 16 Kbytes 040CEH . O7FFFH
EBEFFH ] 040CDH On-chip debug security FBEFFH ] 040CDH ﬁiﬂaﬁﬁ?ﬁ
Mirror ID setting area Mirror IDI%E X
35.75 Kbytes 10 bytes 35.75 Kbytes
F3000H 040C4H el F3000H 040C4H e —
F2FFFH 040C3H Option bytes area F2FFFH - 040C3H NFT
Data flash memory 040COH 4 bytes Boot cluster 1 SXIEINEE 040COH 5|19 %EE
8 Kbytes
F1000H Y 040BFH CALLT table F1000H 040BFH CALLT table
FOFFFH 04080H 64 bytes FOFFFH 04080H 64 bytes
Reserved ’ N Reserved
0407FH = 0407FH -
Data memory space F0800H Vector table area BIERF=IE FO800H FEBRKX
128 byt p
FO7FFH Extended special function 04000H vies FO7FFH R HRIDAE 04000H
registers (2nd SFRs) 03FFFH 03FFFH
FOO00H 2 Kbytes FOO00H 2 Kbytes N
EFFFFH Program area EFFFFH itRIEE
000CDH 000CDH
000CEH On-chip debug security 000CEH J#J:ﬂﬁ\iﬁ?(%’fi
ID setting area IDIRE X
Reserved 000C4H 10 bytes Boot cluster 0 Reserved 000C4H 10 bytes 3|22
000C3H Option bytes area ootcluster 000C3H ERFIHX
000COH 4 bytes 000COH 4 bytes
000BFH CALLT table 000BFH CALLT table
20000H 00080H 64 bytes 200004 00080H 64 bytes
1FFFFH 0007FH 1FFFFH S 7 v 0007FH =
Code flash memory Vector table area REGAE RERX
128 Kbytes 128 bytes 128 Kbytes 128 bytes
00000H 00000H 00000H 00000H

AR MNREMASISITMINGE, BHIRTESISEEE0 (000cOhFI000c3h) AR F TT X IgBEREREE

Caution: If you use the boot swap function, make sure that the same value that is set in the option byte area - ! ! ) - =
REESISEET (010cOnFI010c3h) ANEIF TTRIEH, FElXLEXIEZH AR,

in boot cluster 0 (OO0OCOH to 000C3H) is also set in the option byte area in boot cluster 1 (010COH to
010C3H) because these areas are swapped by the function.

RO1AN6255EJ0100 Rev.1.00
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RL78/G23 Updating Firmware by Using UART Communication and Boot Swapping
Figure 1-2 Code Flash Memory Map
OxX1FFFF OxX1FFFF
Varies depending on ROM size
Program area
Temporary area
0x8000
Ox7FFF 0x14000
Ox13FFF
Boot cluster 1 /
0x4000 Varie*jepending on ROM size
Ox3FFF Execute area
Boot cluster 0
0x0000 0x8000

The following table summarizes the features of the code flash memory of the RL78/G23 microcontroller.

Table 1-6 Features of the Code Flash Memory

Item

Description

Minimum unit of erasure

1 block (2,048 bytes)

Minimum unit of writing

1 word (4 bytes)

Minimum unit of verification

1 byte

Security functions

The functions for protection against erasure of blocks, writing to blocks,
and reprogramming of the boot area are provided. (All these functions are
disabled in the factory settings.)

The flash shield window is provided, which can protect all area except the
specified window range from write and erasure operations during flash
memory self-programming only.

Renesas Flash Driver RL78 Type01l can be used to change the security
settings.

Caution: The security functions that are available during flash memory self-programming are only protection
against reprogramming of the boot area and the flash shield window.

RO1AN6255EJ0100 Rev.1.00
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B1-21Ci3 A7zt
OX1FFFF OX1FFFF
EROMA/NTI
HREE
Y (X 43
0x8000
Ox7FFF 0x14000
Ox13FFF
3| SR ////77
0x4000 RO;\A\k’J\ﬁﬁE
OX3FFF AT
3| S£80
0x0000 0x8000
TERELE T r178G23IEHIR BN FRIR S,
F1-6XIBNTEAFE
ltem Description
TR RN 1 block (2,048 bytes)
| R/NEERAL 1 word (4 bytes)
| ER/MZIE R 1 byte
T RE2IhEE TR T RHIERIRRR. RE AN S I SXEMEENIIEE. (FIEXLLEINEERS

FHMIREPER, REHTHERKED, ©rUFRIFFEEE SRR
SMBIFRE KB R R XTENF BRIZHIEINTE NMIRIRIENE, IRiERNERR
| 23RL78001 AT EHNRLIE.

T ANFERFERETANRZ2DRERLESISREMANGFERKE QD ERRZARF.
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1.1.3 Flash Memory Self-Programming

The RL78/G23 microcontroller is provided with a library required for performing flash memory self-
programming. Flash memory self-programming can be performed by calling functions of Renesas Flash
Driver RL78 Type01 from the reprogramming program.

The RL78/G23 microcontroller has a sequencer, which is a circuit that only controls the flash memory. The
flash memory self-programming in the RL78/G23 microcontroller uses the sequencer to control the
reprogramming of the flash memory. Note that the code flash memory cannot be read while it is being
controlled by the sequencer. However, the user program may need to operate while the sequencer is
controlling the code flash memory. In such a case, when erasure and write operations are performed and
security flags are set for the code flash memory, certain Renesas Flash Driver RL78 Type01 segments or the
reprogramming program must be relocated to the RAM. If the user program does not need to run while the
sequencer is controlling the code flash memory, Renesas Flash Driver RL78 TypeO1 and the reprogramming
program located on the ROM (code flash memory) can run without relocation.

1.1.4 Boot Swap Function

If the reprogramming of the area in which any of following items are located fails for reasons such as a
temporary blackout or reset due an external factor, the data being reprogrammed is corrupted: vector table
data, basic program functions, and Renesas Flash Driver RL78 TypeO1. If data corruption occurs, the user
program can no longer be restarted or reloaded by performing a reset. This problem can be prevented by
using the boot swap function.

The boot swap function swaps the boot program area (boot cluster 0) with the swap area (boot cluster 1).
Before reprogramming starts, the boot swap function writes a new boot program boot cluster 1. The function
then swaps boot cluster 0 with boot cluster 1, causing boot cluster 1 to become the boot program area. This
ensures that the boot program can normally be started when a reset is performed the next time even if a
temporary blackout occurs while the boot program area is being reprogrammed because boot cluster 1 is
used to boot the program.

1.1.3 1A= B%iE
RL78g23MiTHIZHR B T HITNFE B RIEMENE, NEERETELEMNERERREBGFEANFIRNES
RL78001HYERIE KT

RL78G23fiTHISS A A E R, XE—MUEHINFRIBRK, RI78G23MIEHISFIHNNZFERIEEAFTIRE
BREFNEFNENRE. FIR, NBRNFEEFIISEENTERN, AN, AREFIREEEEERFSFE
EEHARRNENRHTIRE, EXMELT, SRTREFENSEAREANANBRAFRER SRS, KL
I = A7 I 5 288RL78001 RN BRIZIZF M MEFNEMUEIRAMS, MNMRABFIEFEE FRERBRNEFRAE
Biz17, WiREERAFEENEERL78001 AL FROM (RE3IAE) EMEREREFEIUEREEMUNFBER FET.

1.1.4BootSwapIhgE

MERBATFHINBRAZSHIGENEEXEEFRRA, WUTEAMBREXIEMNERRELRN, NEHRZNEHK
BERR . REXRWIE. BEXEFEMIGFEANFIIZEFRL78Type01, MNRLZELHIEHIF, NAEHEES
WITEBREFN BN ETMBALIEF. EH5ISTIRINALET LA LEIthE 8,

SISMINEERSIRIEFXE (518 %K0) SRKE (3ISHE1) i
EEMREARZA, 5ISXMINETANFRSISIEFSISER . ZREAERSISHEISIISHEIRIM
, SHEISEEIRASIREFXE,. XHERTENXRTEUNSISEFAIUEERS, BEESIFEFK
BIEASEHREN L ERIEE, FN5ISEER1BTIISER.
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1.1.5 Updating the Firmware
The following shows an overview of how a program is rewritten by flash memory self-programming. The

program that performs flash memory self-programming is deployed in boot cluster O.

The sample program covered in this application note is designed to reprogram the boot area and program

area.

Figure 1-3 Rewriting operation image (1/2)

1.1.5B #HEH

ANRAERCTERENRAEFEEEMRESISEMNEFX,

E1-3E5#%FE%(12)

TEHR T IRLNEFEEREESRER. MITREBRENIZFEFETbootcluster0H,

Erase

Old Execute program

Erase

Old Boot program

(2) Write new program to Boot cluster 1 and Temporary area

Write new Execute program

New Execute program

Write new Boot program

Old Boot program

(3) Execute area (0x8000~0x13FFF)

New Execute program

Erase

New Boot program

Old Boot program

(1) Erase boot cluster 1 (0x4000~0x7FFF) and Temporary area (0x14000~0x1FFFFF)

Temporary area

Execute area

Boot cluster 1

Boot cluster 0

Temporary area

Execute area

Boot cluster 1

Boot cluster 0

Temporary area

Execute area

Boot cluster 1

Boot cluster 0

(1)1ZFRS| F 7 1(0x4000~0x7fff) F IF BY X (0x 14000~0x 1 FFFFF)

Erase

[BBYRITIER

Erase

ARSI iz

(2) WEHERSISEF1MIRNX

REFRITIER

MEVITIER

REFEIEISIERF

B89I|z

(3)$117 X 15 (0x8000~0x 1 3FFF)

MEHRITIER

Erase

MmRhER

IH895I iz

g B (X 45§

mITXE

FIE =
3IS&EE0

I B X 45§

MITXE

EIE =3
3IS&EE0

IR B (X 45§

mITXE

EIE =
3IS&80
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Figure 1-4 Rewriting operation image (2/2)

RL78/G23

fEFRUARTEE MBI R EHE

(4) Copy new program from temporary area to execute area

New execute program

Copy new execute program

New boot program

Old boot program

(5) Execute boot swap

New Execute program

New Execute program

New Boot program

C

Old Boot program

(6) Boot swap executed

New Execute program

New Execute program

Old Boot program

New Boot program

Temporary area

Execute area

Boot cluster 1

Boot cluster 0

Temporary area

Execute area

Boot cluster 1

Boot cluster 0

Temporary area

Execute area

Boot cluster 0

Boot cluster 1
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(4352 M IR BT X 152 ) B B AT (X o
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TR
SHIFHITIZER
MEhieRE 3| e
TR 3| SEE0
(5)#11Tbootswap
TR II5AY X 12
TR HATKIE
HEMER 3| SEE
<: TR 3|2 EE0
(6) BEHAT AT
TR IS AT (X 424
TR HAT K
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1.1.6 Flash Shield Window

The flash shield window is a security function available during flash memory self-programming. This
function protects all areas except the specified window range from the write and erase operations during
flash memory self-programming only.

The following figure is an overview of the flash shield window when the start block is 08H and the end

block is 1FH.

Figure 1-5 Image of a flush shield window

Window area
(rewriteable)

1FFFFH Block 3FH (end block)
08000H

O07FFFH

04000H Block 08H (start blOCk)
O3FFFH Block 07H

Flash shield area
(unrewritable)

1.1.7 Obtaining Renesas Flash Driver RL78 Type0l
Before you compile the sample program, download the latest version of flash memory self-programming

code (Renesas Flash Driver RL78 Type01), and then copy it to the RFD folder.

workspace

Description

r01an6255jj0100-
r178g23-flash

\src

\RFD

\include

\source

RL78 Type0l

\userown

Place the downloaded Renesas Flash Driver

You can obtain the Renesas Flash Driver RL78 Type01 from the following URL:

https://www.renesas.com/jp/ja/document/scd/renesas-flash-driver-rl78-type-01-rl78g23

RL78/G23 ERUARTBEF B EHE 4
1.1.6IAEREA
Flashshield& O 2NFBRIZHHE AT ANT L8, WIRERERNT B RIZHERIPRIEEE TR 24
BIFR A X i3 5 2 5 NFHRFRIE/EA R0,
TERHFBIRA08h, 53RN 1hE flashshield & HBIHEIR,
B1-54kREEONESG

1FFFFH Block 3FH (end block)

08000H FORE (

07FFFH IES)

04000H Block 08H (start block)

O3FFFH Block 07H

AR
00000H Block 00H l
(Imi=iA

1.1. 75K BRI 7 IR A2 FRL78TypeO1 E R IFRFIREF 271, TEHEMRANANEFEBREZND
ZFIXhiZFRL78Type01) , AEREESIFIRFDX 4%,

workspace Description
r01an6255jj0100-
rl78g23-flash
\src
\RFD
incl , o Tt s — 1o
\include WE T RN R
\source
\userown

& B] LAM EAT B3 SR B 7= A 7 IR A2 P RL78TypeO1:

https://lwww.renesas.com/jp/ja/document/scd/renesas-flash-driver-r|78-type-01-rl78923
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1.2 Overview of Operation

(1) Perform initial setup for pins.
- Set the P03, P02, P43, P42, P77, P41, P31, and P76 pins to output mode.

(2) Perform initial setup for the serial array unit.
Use the UARTO serial array unit (set TXDO for P12 and RXDO for P11).
Set CKOO for the operation clock and fCLK/2 for the clock source.
Set the clock source for the transfer mode settings.
Set 8 bits for the data bit length settings.
Set LSB for the data transfer direction settings.
Set "no parity"” for the parity settings.
Set 1 bit for the stop bit length settings.
Set "standard" for the send data level settings.

Set 115,200 bps for the baud rate settings.

(3) Use command communication to reprogram the data in boot cluster 1 and the program area, and then
perform boot swapping.

1.2.1 Communication Specifications

The sample program covered in this application note receives the reprogramming data via UART and
performs flash memory self-programming. The sample program then receives the START, WRITE_BOOT1,
WRITE_TEMP, or END command. The sample program then performs the processing according to the
received command. If the processing terminates normally, the sample program returns "01H" (normal) to the
command sender. If the processing terminates abnormally, the sample program turns on the LED that
indicates abnormal termination (without returning a response) and performs no subsequent processing. The
following shows the UART communication settings and the specifications of the commands.

Table 1-7 UART Communication Settings

Data bit length (bits) 8
Data transfer direction | LSB first

1. 212 {E8LR

(MHITSIRIBFIIRIEE
-¥P03. P0O2. P43. P42, P77. PA1. P31#IP765|#N&E NiaHER,

()X BITFEFI R TR TR B
EAUARTORITIESEIT (p12IRETXDO, P11iI&ERXDO) »
FIRVERT BIZ B CKOO, ARG ECLK2,
AEERIEE IR B R,
NEBRMUKEIREIZESL,
AEIRER S AR ELSB,
AEBRIIGEGE " THERI",
AEEAKEISEIZE 1,
ANEEHIRBINLEGE TRE"
FBEFERIEEIRE 115 200bps.

QEABLRENSISEM MEFXKPNMIEHITERRIE, ABRRITFISTHR.

1.2.18EME

AN BEIRH I R RGIREFBIUARTENEMERZIBEHNITAFEERRRE. RE, TEEFEWSTART. W
RITE_BOOT1. WRITE_TEMPZXEND#F <, RHIEFAGIRIERWEINGSHITRIE, NRBIBEELIE, MR
HliEFREmLEEERE"01h (E®), MNIRLEBEEXIE, WREHEFITHETRSELIENLED(RREMA)
HEARRITREAIE, TEESR TUARTEFIZEN S SIS,

R1-7UARTEFIZE

HRIR (< (bits) 8
IR 75 1
HERIIEE R
EEZ(bps) |

Parity setting No parity
Transfer rate (bps) 115,200
RO1AN6255EJ0100 Rev.1.00 Page 12 of 71
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1.2.2 START Command

When the sample program receives the START command, it performs initial setup for flash memory self-
programming and erases the Temporary area in boot cluster 1. If the processing terminates normally, the
sample program returns "01H" (normal). If the processing terminates abnormally, the sample program turns
on the LED that indicates abnormal termination (without returning a response) and performs no subsequent
processing.

RL78/G23 ERUARTBEF B EHE 4

START code Data length Command Data Checksum

(01H) (0002H) (02H) (empty) (1 byte)

1.22B&h&a%

YRR EKIBEH SN, THITINEBRENTIEIGEHIERS | SEE 1PN KR, NRABERE
LIF, MRAERERE"0TR (EE) . NRAESEXRIE, WRHAEFETHEREEXIERLED(RIR[E]0E )
HEFRHMITEELE,

T BmEE ] BEKE Command Data Checksum

(02H) (empty) (1 byte)

1.2.3 WRITE_BOOT1 Command

When the sample program receives the WRITE_BOOT1 command, it writes the received data to the boot
cluster 1 area (4000H to 7FFFH) while verifying the written data for each 256 bytes. If the processing
terminates normally, the sample program increments the write destination address by 256 bytes and returns
"01H" (normal) to the command sender. If the processing terminates abnormally, the sample program turns
on the LED that indicates abnormal termination (without returning a response) and performs no subsequent
processing.

START code Data length Command Data Checksum

(01H) (0102H) (03H) (256 bytes) (1 byte)

1.2.3WRITE_BOOT1 &3 < YR IIZFZWEIWRITE_BOOT1 8 < BT, TEEFEWRIMNEIES NG| SEE1XE (40
OOhZEI7FFFH) , BNRKRIEEMN256FTHE AR, WRMBIEELRIE, WRFIBFERES NBiRthibEE256
FH, HEGSAZARE"01h (EF) . MIRAMEBERELIE, WRAEFITFIERSEELIEMLED(RIRE
M RZ) H B A AT eI,

B ] HIEKE Command Data Checksum

1.2.4 WRITE_TEMP Command

When the sample program receives the WRITE_TEMP command, it writes the received data to the
Temporary area while verifying the written data for each 256 bytes. If the processing terminates normally, the
sample program increments the write destination address by 256 bytes and returns "01H" (normal) to the
command sender. If the processing terminates abnormally, the sample program turns on the LED that
indicates abnormal termination (without returning a response) and performs no subsequent processing.

(The write destination address of the Temporary area differs depending on the product used.)

START code Data length Command Data Checksum
(01H) (0102H) (04H) (256 bytes) (1 byte)

1.2.5 END Command

When the sample program receives the END command, it erases the Execute area. If erasure terminates
normally, the sample program copies data from the Temporary area to the Execute area. If copy terminates
normally, the sample program returns "01H" (normal) to the command sender. The sample program then
reverses the boot flag to cause a reset to occur and performs boot swapping.

START code Data length Command Data Checksum
(01H) (0002H) (O5H) (empty) (1 byte)

1.2.6 Checksum Calculation Method

For checksum calculation, the 32-bit addition method is used. This method uses as a checksum the last 8
bits of the result of adding a 1-byte value from address 00000000H for the command or data.

RO1AN6255EJ0100 Rev.1.00 Page 13 of 71
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(03H) (256 bytes) (1 byte)

1.2.4 WRITE_TEMP Command

HRBIRERFEFEWEIWRITE_TEMPEs 8T, B EWEINEIES A
IR X B IIEE 256 F T B NEIE. MIRBBIEEXIE, WRHIERBESABIRMILEIE256F T, HA6
SERIZEFIRE"0Th" (IEE) - MNRVIBEEXRIE, WRHAIBFITHIEREEXIEMNLED(RREMEE)H B RH
TRELIE,

(mF XA S N B a9ttt R AR~ mimR. )

T BmfEE ] HIEKE Command Data Checksum

(04H) (256 bytes) (1 byte)

1.2.5ERGF

YRBIREFRREISERG L, ERERITEE, MRERESXLL, MRFIERREIEMIGE XS 62
MITXE, MREFEERL, WRHEFRAGSRKEERE"01N (EE) . AE, THEFRESISTE
USHEELEHNITIISM,

O BmRE ] #EKE Command Data Checksum
(05H) (empty) (1 byte)

1.2.61REMIHEHE
NFRIEHMITE, EA32MIMNETGE. I 7EERMMIL00000000hHEr L EIERIN FTHENERNERE
BIUIEARILH,
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The following shows the operation of this sample program:

NRERMARBHIRO.
2)HITSAUOIBIEORIFIIAIR B
{5

(1) Set up the input and output ports. (1)3
(2)

(3) Wait for data to be sent from the command sender. Q)FFHIBM IS RIEXH KiX,
(4)
(5)

(2) Perform initial setup for SAUO channel 0.

LHIEZRIBEH S, HITERENTYBIZE,
S EBFEHEHMPO2SIHE NSBLED2, FRAEWEIBHS,

(4) Upon receiving the START command, perform initial setup for self-programming.

(5) Setthe P02 pin for high-level output to turn on LED2, which indicates that the START command was
received.

6)VEFr_cf_eraseblock K¥IZFRS | S&EE1,
7)VEFr_CF_EraseBlock B #IZ FRIIm B X 15 AR Y ER 4,
)AL EEEREX"01h" (EES),.

9)IG BB FHLHAIPO25IFIXHILED2, RTWEIBEIH <.

(6) Callthe r_CF_EraseBlock function to erase boot cluster 1.
(7) Callthe r_CF_EraseBlock function to erase the data in the Temporary area.
(8) Send "01H" (normal) to the command sender.

(9) Set the P02 pin for low-level output to turn off LED2, which indicates that the START command was

received.
(10) Receive the WRITE_BOOT1 command (03H) and write data (256 bytes). (10)#UTWRITE_BOOT 188 < (03H) HE NEIE(256F 1),
(11) Set the P43 pin for high-level output to turn on LED3, which indicates that the WRITE_BOOT1 (11)IRESBFHEPA3SIHIFABLED3, FRUWEIWRITE_BOOT18 <,
command was received.
(12) Call the r_CF_WriteData function to write the received data to the write destination address (local (1 Z)ﬂ%Er_CF_WLVceDataEl%ﬂ%?%l&?ﬂE’JQQHE EPNEPNE| E’Ji’@iitgocal
variable for writing to boot cluster 1). The initial value of the local variable for writing to boot cluster 1 TE, BTFSA3IREEH). ATFEASISEHNRNEENTBERSISER BT ML,

is the start address of boot cluster 1.
1

1

TE R r_CF_VerifyData R #3112 Us B A $IB IO IE S NBYEIE,

B256F HMRBAAFMEIS N Binitit (BFEANSISEEINEAMTE) ,
ML RIXELE"01h"(IEE).

RERBTHENPA3SIHIXHELED3, FRRUWEIWRITE_BOOT18<

(13) Call the r_CF_VerifyData function to verify the written data against the received data.
(14) Add a 256-byte checksum to the write destination address (local variable for writing to boot cluster 1).
(15) Send "01H" (normal) to the command sender.

(16) Set the P43 pin for low-level output to turn off LED3, which indicates that the WRITE_BOOT1
command was received.

(
(
(
(

1

(17) Repeat steps (11) to (17) until receiving the WRITE_TEMP command (04H). M7VEEFBONEN7), BEHEWEIWRITE_TEMPE < (04H),

(18) Receive the WRITE_TEMP command (04H) and write data (256 bytes). (18)#EUWRITE_TEMPER <% (04H) H B NEHE (256 F T3)o

(19) Set the P42 pin for high-level output to turn on LED4, which indicates that the WRITE_BOOT1 (191X BB FHMHAPA25 | MIFBLEDS, FRRUEIWRITE_BOOT18 <,
command was received.

(20) Call the r_CF_WriteData function to write the received data to the write destination address (local (20)@% r_CF_WriteDataI%lﬁg, BEEWEINSIES ASABta (BTSN XESHEHEE) .
variable for writing to the Temporary area). The initial value of the local variable for writing to the RATFENENXENEEEEMBER IR XA EEtE,
Temporary area is the start address of the Temporary area.

(21) Call the r_CF_VerifyData function to verify the written data against the received data. (21)EAr_CF_VerifyDatatl#, XJBRIZWEIMEIRIIES NRIEIE,

(22) Add a 256-byte checksum to the write destination address (local variable for writing to the Temporary (22)AE NERN#IH(BFE NG XHNBELE)HFMN256F THIREH,
area).

(23) Send "01H" (normal) to the command sender. (23)AEF L RIEEKIZ"0Th"(IER).

(24) Set the P42 pin for low-level output to turn off LED4, which indicates that the WRITE_TEMP (241K BB TFiEHIPA25| X FILED4, RAUEIWRITE_TEMPER<,
command was received.

(25) Repeat steps (19) to (25) until receiving the END command (05H). (25)BEEFB(19)E(25)HE IR EIL R L (05H),

(26) Perform the following processing if receiving the END command: Qe INRFUBIL RS, MHITUTRIE:

(27) Set the P77 pin for high-level output to turn on LED5, which indicates that the END command was 27)IREEBTHEIP775|IHSELEDS, RREWEILERGB L,
received.

(28) Call the r_CF_EraseBlock function to erase the data in the Execute area. (28)IAFr_CF_EraseBlock B E#IZPRITIT X 15 P B 2R,

(29) Set the P41 pin for high-level output to turn on LEDG, which indicates that copy to the Temporary area o) =B TRHAIPA SIHNEENITHLEDG, XKRAEHIE IR KIS IEEHITH,

is in progress.
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(30) Call the r_temp_copy function to copy data from the Temporary area to the Execute area.*

(31) Set the P41 pin for low-level output to turn off LED6, which indicates that copy to the Temporary area
is in progress.

(32) Send "01H" (normal) to the command sender.

(33) Call the r_RequestBootSwap function to reverse the value of the boot flag so that boot clusters 0 and
1 are swapped when a reset occurs. Cause an internal reset to occur.

* If a reset occurs (due to a temporary blackout, for example) while data is being copied from the
Temporary area to the Execute area, the r_temp_copy function is called again. The r_RequestBootSwap
function is called after the copy is complete.

Caution: If the sample program receives the END command (05H) in steps (10) to (17), the sample program
copies data from the Temporary area to the Execute area unless there is an error. Then, the sample
program sends "01H" (normal), calls the r_RequestBootSwap function, and performs boot swapping. If
the sample program receives the END command (05H) while boot cluster 1 is being reprogrammed,
the sample program performs boot swapping before the reprogramming ends normally. In this case,
the sample program can no longer start after the boot area is swapped.

Caution: If flash memory self-programming does not end normally, the sample program only turns on LED6
and performs no subsequent processing.

RL78/G23 ERUARTBEF B EHE 4
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(30)1AAr_temp_copyBREURE#IE M IRET It B HI B 1T X5, *
(31)BEEFHEAIPA1 5| HNIZE NXHFLED6, XFREAE HIE| IR I IEEHITH,

(32)AEn L RKIXEERIX"01h"(IEH),
(33)¥Ar_RequestBootSwapR # R ¥ 5| AT SHIE, UEERESMNZMRSIFEHROM . SBEAERNIE
fiLo

«INRIEM
IR X BT, BXIERr_temp_copy® ¥, SEHIFTMK/EIAAr_RequestBootSwapK .

ARMRROEFELZEONOEN7)PRKEIL RS (05H), MRGIFERFRKEEHIEMIRE KIS S 2 HITEE,
PRIFLIEEIR. A, THIREFKRE"0h" (EH) , HAr_RequestBootSwapii#k, HHIT5ISM, MR
THIREFEERRIZS|I SEE1NKREILE RS 05H), WRHEFEERREZEERLERZAHITIIENNMR. &
XMERT, E3ISKRRME, R~HEFTEBRBE.

AR MRANEEREKBERER, THIEFRITHLEDG, THRITESAE,
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1.2.8 Copy Flag

The sample program covered in this application note uses a 4-byte area at the end of the Execute area as
the copy flag section in which to set a copy flag.

If a program is normally written, this copy flag is set to AAAA5555H. The copy flag is initialized when the
Execute area is erased immediately before data is copied from the Temporary area to the Execute area. If a
reset occurs (due to a temporary blackout) while data is being written, the copy flag is set to a value other
than AAAA5555H because the write processing does not terminate normally.

When the sample program starts, it checks the copy flag. If the value of the copy flag is not AAAA5555H, the
sample program writes data and then performs swapping.

The following table shows the start and end addresses of the Execute area and the address of the copy flag
section according to the ROM size.

Table 1-8 Location of the Copy Flag Section According to the ROM Size

1288 RS AN AEICF I RERFIREFERIITXKERENIFHXEFENREEFIITSHEFIARSER
o

MREFEESN, WkEHIFEIRENAAAASSSSH, ERINRETE
WIT IR EE M IR BY RIS E S B AT R 2 BT T B4 E R, SIRTESABIERAREEMN (AFIRIHESR) ,
& BIARERIRE IAAAASSSEHLLMYE, EAENBIERRIERLILE,

Y nfliEF B, ESRBEEHIRE. WREHIRERNETRZAAAASSSSH, MRFIEFSANSE, AEHR
T3
TRIREROMA/NRE T HATEIRBYFF G M LS R itu ik LUK B HIAREEB 73 B9k,

&R1-8IRIEROM K/ NEFIIREER 53BN E

ROM Size Execute Area Address of the Copy Flag Section
96KB 08000H to FFFFH FFFCH

128KB 08000H to 13FFFH 13FFCH

192KB 08000H to 1BFFFH 1BFFCH

256KB 08000H to 23FFFH 23FFCH

384KB 08000H to 33FFFH 33FFCH

512KB 08000H to 43FFFH 43FFCH

768KB 08000H to 63FFFH 63FFCH

RO1AN6255EJ0100 Rev.1.00 Page 16 of 71

Aug.04.22 RENESAS

[ROMK /)N HITXE EHIFRESE 5289k ]
96KB 08000H to FFFFH FFFCH
128KB 08000H to 13FFFH 13FFCH
192KB 08000H to 1BFFFH 1BFFCH
256KB 08000H to 23FFFH 23FFCH
384KB 08000H to 33FFFH 33FFCH
512KB 08000H to 43FFFH 43FFCH
768KB 08000H to 63FFFH 63FFCH
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2. Operation Confirmation Conditions

The operation of the sample code provided with this application note has been tested under the

following conditions.

Table 2-1 Operation Confirmation Conditions

24 (FHRIA R

AN RAERRHBTHIREBIRIEETE

UM

R2-11RFHIA R

Item

Description

MCU used

RL78/G23 (R7F100GLG)

Board used

[Project for 128KB products]

RL78/G23-64p Fast Prototyping Board (RTK7RLG230CLG000BJ)
[Project for 768KB products]

RL78/G23-128p Fast Prototyping Board (RTK7RLG230CSNOOOBJ)

Operation frequency

High-speed on-chip oscillator clock (flH): 32MHz

Operating voltage

3.3V (can be operated at 3.1V to 3.5V)

LVD operation (VLvp): Reset mode
At rising edge TYP. 1.90 V (1.84 V t0 1.95 V)
At falling edge TYP. 1.86 V (1.80 V10 1.91 V)

Integrated development
environment (CS+)

CS+ for CC V8.06.00 from Renesas Electronics Corp.

C compiler (CS+)

CC-RL V1.10.00 from Renesas Electronics Corp.

Integrated development
environment (e2studio)

e2studio V2021-10 from Renesas Electronics Corp.

C compiler (e2studio)

CC-RL V1.10.00 from Renesas Electronics Corp.

Integrated development
environment (IAR)

IAR Embedded Workbench for Renesas RL78 V4.21.1 from IAR Systems
Corp.

C compiler (IAR)

IAR C/C++ Compiler for Renesas RL78 V 4.21.1.2409 from IAR Systems
Corp.

:C compiler (CS+) ]
SR FF R IR 15 (e2studio)

:C compiler (e2studio)
&R & 15 (iar)

| C compiler (IAR)

| RENESASElectronicsCorp.#9CC-RLV1.10.00,

~ | RENESASElectronicsCorp.#9CC-RLV1.10.00,
T BTHIERI78VA2 1N MlariR AR TIE S

Item Description

| MCU used RL78/G23 (R7F100GLG)

fEARIR [Project for 128KB products]
RL78G23-64p Rk R B AR (RTK7RLG230CLGO00B))[768KB~= m I B
RL78G23-128P iR E AR (RTK7RLG230CSNOOOB))

IRESIER | B EIRH2IETER(IH) . 32MHz

 T{EERE 733V (AITE3.1vE3.5VTIRIE) LVDIRIE
(VLVD) : EfIEIR
£ EFBTYP, 1.90V(1.84VE1.95V)7E FIEAE
BE, 1.86V(1.80vE1.91V)

SRR IFIR(CSH) T | IWEEFATRICS+CCV8.06.000

KB RFEBFATMe2studioV2021-100

T | BTFIRERIZ8V4.21.1.2409 1arCC++4miF 2SR BlarSystems

RO1AN6255EJ0100 Rev.1.00
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3. Hardware Descriptions

3.1 Example of Hardware Configuration
Figure 3-1 shows an example of the hardware configuration used in the application note.

Figure 3-1 Hardware Configuration

\VVbD

VbD
EVbbp
VbD
II REGC
EVss
Vss
/77

RL78/G23 RESET

P03
P02
P43
P42
P77
P41
P31
P76

P12/TxDO
P11/RxDO0O
P40/TOOLO

<V LED1

Sz

J LED2

NS

TV LED3

7V LED4

J LEDs

'

TV LED6

N

VL ED7

-

J LEDs

— UART Send
€4—— UART Receive
<4—» On-chip Debugger

Cautions:1. The purpose of this circuit is only to provide the connection outline and the circuit is simplified
accordingly. When designing and implementing an actual circuit, provide proper pin treatment
and make sure that the hardware's electrical specifications are met (connect the input-only ports

separately to Vop or Vss via a resistor).

2. Connect any pins whose name begins with EVss to Vss and any pins whose name begins with
EVop to Vo, respectively.
3. Vop must be held at not lower than the reset release voltage (Vivp) that is specified as LVD.

3.BE R

3.1 5E(HECE A
E3-127R 7 MAEIRRERNEERET.

E3-1E 4 E

VbD VD
EVbp
Vop _
RL78/G23 RESET
P03 YW En1
P02 VW @,LEDZ
P43 VW @ELED3
P42 YW Epa
I I REGC P77 MW \J LEDS
EVss P4l Wy @{LEDG
Vss P31 VW @’LEW
77 P76 YN Eps
P12/TxDO — UART Send 77
P11/RxD0 [«—— UART Receive
P40/TOOLO [«—» On-chip Debugger

ABEDL 1. XA NS IRMEERLEH B BRAN MR E . EIRITMSSIEFREBRE, =i

BB EHBRB R EFRESME (B BRRNRENG O 2 IREREEVDDEVSS)

2 B ARLAEVSSHKRVERI S IR 2 RZEREFIVSS, FHERMULEVDDH KBIMERISIHI S 5 E#EIVDD

3.VDDAITRIFIEARABF RIS E NLVDMIE I BB E(VLVD)o
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3.2 List of Pins to be Used
Table 3.1 lists the pins to be used and their functions.

Table 3-1 Pins to be Used and their Functions

RL78/G23 ERUARTBEF B EHE 4

3.2EfEAM5IHIYIR
R3NFIH T ERERARISIHIREINEE,

RI-1EEABSIREINEE

Pin Input/Output
P12//TxDO Output
P11/ RxDO Input
P03, P02, P43, P42, P77, P41, P31, Output

Description

Uart SR 1T R (L 55 | R
Uart BRI T ¥R 1Z IR 5 |

LED1-LEDSIZH!5 | B

P76

Pin Input/Output | Description
P12//TxD0O Output UART serial data transmit pin
P11/ RxDO Input UART serial data receive pin
P03, P02, P43, P42, P77, P41, P31, Output LED1-LEDS control pins
P76
Caution: In this application note, only the used pins are processed. When actually designing your circuit,

make sure the design includes sufficient pin processing and meets electrical characteristic

requirements.

4. Software Explanation

4.1 Setting of Option Byte
Table 4-1 shows the option byte settings.

Table 4-1 Option Byte Settings

Caution: TEANAEIEH, RMEEAIRISIM, ERFRLITHHRER, BHEFRIITEERBSIHLEH

HRETIFEER,

4. 3% 415 B8
4.15EGFRHRIZE
RA-NBRTENMFEDERE,

RA-1EBFTHIRE

Address Setting Value Description
000COH/040COH 11101111B Disables the watchdog timer.
(Counting stopped after reset)
000C1H/040C1H 11111110B LVD operation (ViLvp): Reset mode
At rising edge TYP. 1.90V (1.84 V10 1.95 V)
At falling edge TYP. 1.86 V (1.80 Vt0 1.91 V)
000C2H/040C2H 11101000B HS mode,
High-speed on-chip oscillator clock (fit): 32 MHz
000C3H/040C3H 10000101B Enables on-chip debugging

The option bytes of the RL78/G23 comprise the user option bytes (000COH to 000C2H) and on-chip debug

option byte (OO0C3H).

The option bytes are automatically referenced and the specified settings are configured at power-on time or
the reset is released. When using the boot swap function for self-programming, it is necessary to set the
same values that are set in 000COH to 000C3H also in 040COH to 040C3H because the bytes in 000COH to
000C3H are swapped with the bytes in 040COH to 040C3H.

Address wEE | Description
000COH/040COH 11101111B FRENRENSE. (BIE
L)
000C1H/040C1H 111111108 LVDIRIE(VLVD): EAMHRT i
EEFATYP, 1.90V(1.84VE1.95V)7E FiE/AEE
BIfE, 1.86V(1.80vE1.91V)
000C2H/040C2H 111010008 . N
BRF EiRHEEF(IH) . 32MHz
000C3H/040C3H 10000101B BRR LR

RI78G23RYIEINFE T &IE A P IEIFE T3 (000cOhZ000c2h) A B L EINFE T3 (000c3h),

EMFHRESNSIAE, AEFNNEEEEMKERNEMURER. SEA5ISKIRNEHTERIEN, HIK
E£000COHZ]000C3HLU K £040c0EI040c3h IR ERIMEEIE, EF000cOhZEI000c3hFBYF T35040c0hE!

040c3hH R FTI 52,

RO1AN6255EJ0100 Rev.1.00
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4.2 Setting Up the Startup Routine

4.2.1 Defining the Stack Area Section (.stack_bss)

Define the stack area section (.stack_bss).

In the startup routine configuration file (cstart.asm), change the settings as follows:

‘$IF (__RENESAS_VERSION__ < 0x01010000)

; I [CAUTION] !

; Set up stack size suitable for a project.
.SECTION .stack_bss, BSS

_stackend:

.DS  0x800

_stacktop:
;SENDIF

; setting the stack pointer

$IF (_RENESAS_VERSION__ >= 0x01010000)
‘MOVW SP#LOWW(__STACK_ADDR_START)

;$ELSE ; for CC-RL V1.00

MOVW  SP,#LOWW(_stacktop)
$ENDIF

; initializing stack area

$IF (_RENESAS_VERSION__ >= 0x01010000)
‘MOVW AX,#LOWW(__STACK_ADDR_END)

;$ELSE ; for CC-RL V1.00
MOVW  AX#LOWW(_ stackend)

$ENDIF
CALL !'_stkinit

Comment out the line by prefixing a
semicolon (;).

Specify any stack size of your choice
by using a hexadecimal number.

Comment out the line by prefixing a
semicolon (;).

Comment out the line by prefixing a
semicolon (;).
Comment out the line by prefixing a
semicolon (;).

Comment out the line by prefixing a
semicolon (;).
Comment out the line by prefixing a
semicolon (;).

4.2ig B Rehifliz

4.2 1FEMCERKIFERS (o stack_bss)E SR XER(,

stack_bss),
ERFIREEXH (cstartasm) , BEXIGBWT:

‘$IF (__ RENESAS_VERSION__ < 0x01010000)

AR EE R R K.

_stackend:
.DS  0x800

_stacktop:
;SENDIF

IR EHARIEE
$IF (__RENESAS_VERSION__ >= 0x01010000)
"MOVW SP#LOWW(__STACK_ADDR_START)

;$ELSE ; for CC-RL V1.00

MOVW  SP,#LOWW(_stacktop)
$ENDIF

SFUE 10 M 1 X 35
$IF (__RENESAS_VERSION__ >= 0x01010000)
‘MOVW  AX,#LOWW(__STACK_ADDR_END)

;$ELSE ; for CC-RL V1.00
MOVW  AX#LOWW(_ stackend)

$ENDIF
CALL !I_stkinit

BIEIZATRIN L2 S () FERIZIT

o

fE 7 EUE E O F R (AT
R

BIEIZATRIIN L2 S () FERIZIT

o

ERITEIMN LD S RERZIT

SIEZITRIN LD S0)RERFZIT

BIEIZATRIIN LD S () FERIZIT

WBIEIZATRIIN LD S () FEFIZIT

RO1AN6255EJ0100 Rev.1.00 Page 20 of 71 RO1AN6255EJ0100 Rev.1.00 $200H71I
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4.2.2 Deploying the Reprogramming Program in the RAM Area
Confirm the programs that are used to reprogram the firmware and deploy them to the RAM area.

Table4-2 shows the sections where the programs used to reprogram the firmware exist and the sections in
which the programs are to be deployed.

Table4-2 Section Information

Section Destination Section Description

RFD_CMN_f RFD_CMN_fR Program section for the API functions that control the common
flash memory

RFD_CF_f RFD_CF_fR Program section for the API functions that control the code flash
memory

RFD EX f RFD EX fR Program section for the API functions that control the extra area

SMP_CMN_f SMP_CMN_fR Program section for the sample functions that control the
common flash memory

SMP_CF _f SMP_CF_fR Program section for the sample functions that control the code
flash memory

To deploy the preceding sections in the RAM area, you must add the necessary processing to the cstart.asm

file.

In the cstart.asm file, locate the following lines, and then add the necessary processing after these lines:

ROM data copy

The following are the details to be added.

; copy .text to RAM (section-name)
MOV  C#HIGHW(STARTOF(section-name))

MOVW HL,#LOWW(STARTOF(section-name))

MOVW DE#LOWW(STARTOF(destination-section-name))
BR  $.Lm2 TEXT

Lm1_TEXT:
MOV A.C
MOV ESA

MOV  AES:[HL]

MOV  [DE],A
INCW DE
INCW HL
CLRW AX

CMPW  AX,HL

SKNzZ
INC
.Lm2_TEXT:

MOVW  AXHL
CMPW AX#LOWW(STARTOF(section-name) + SIZEOF(section-name))
BNZ $.Lml TEXT

Note 1. For section-name, specify the name of the section to be deployed.

Note 2. Add the preceding set of entries for each section to be deployed.

Note 3. For m, specify any numeric value of your choice. Make sure that you specify a different value for

each section.

RO1AN6255EJ0100 Rev.1.00
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42 2FERAMX I E E S RIEEFRIABTENREEHNERHBEIEDIRAMKE,

KA2BRTRTENREZEEGHNEFFENSDNIZF ZBERH D,

K428 EH

BT EHQHRNEFNRIRBEFERD
EHARSIAF B R B R R Z 7 B8R D

SMP_CMN_f | SMP_CMN_fR

SMP_CF _f SMP_CF_fR

BEERAMX IR EEFERIE S, B AEcstartRIIBERILIE, asmX o

fEcstarto asmXfF, HREILATT, AREXETEEAMIGEHLIE:

[ ROMEIEHE N,

UTBERMYFRESR.

;E#, texttoRAM(section-name)MOVC #HIGH
W(STARTOF(section—name))
)

(STARTOF(destination-section-name))
BR$o Lm2_TEXT.Lm1_

TEXT:MOVAC

MOVES, A
[HL]
A
INCWDEINCW
HLCLRW# k

HL
SKNz
INC
.Lm2_TEXT:
MOVW  AX,HL
CMPW AX#LOWW(STARTOF(section-name) + SIZEOF(section-name))
BNZ $.Lml TEXT

F1, XtFsection-name, IBEEIFEN TR TR
A2, NEIEMNES NS RMaI—EHEE,
A3 X Fm, EESERNEARE, BRASDBOIEERENE,

Section B ryithiE
RFD_CMN_f T EHERNERNAPIREHIZFE IS )
RFD_CF_f RFD_CF_fR EH ARSI B APIER B2 7 28 2
RFD EX f RFD EX fR EHI SN I A APIK SV IE 30 )
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4.3 Setting the ROM Size Specification Constant

Conditional compilation allows this sample program to support several ROM sizes for the RL78/G23
microcontroller.

The following table lists the constants that correspond to the supported ROM sizes. In the r_cg_userdefine.h
file, these constants are commented out. Enable the constant for the installed ROM by uncommenting it.

Table4-3 Constants for the Supported ROM Sizes

Constant Name Supported ROM Size

4.3i2 EROMR THIRE H 2K
SRR RV G RH5178G23 MIEH BAI S FHROMR T

TRIE T 5XFHIROMA/NMEN A E 8, 7Er_cg_userdefines hXff, XLEBERIRFE, BIEUEIRE
KBEAELXEROMBIEE,

RA-3ZFROMK/IHIEE
[HEERR X EFBIROMA/N

ROM_SIZE_96KB

96-KB product

ROM_SIZE_96KB

96-KB product

ROM_SIZE_128KB

128-KB product

ROM_SIZE_128KB

128-KB product

ROM_SIZE_192KB

192-KB product

ROM_SIZE_192KB

192-KB product

ROM_SIZE_256KB

256-KB product

ROM_SIZE_256KB

256-KB product

ROM_SIZE_384KB

384-KB product

ROM_SIZE_384KB

384-KB product

ROM_SIZE_512KB

512-KB product

ROM_SIZE_512KB

512-KB product

ROM_SIZE_768KB

768-KB product

ROM_SIZE_768KB

768-KB product

4.4 On-chip Debug Security ID
The RL78/G23 microcontroller provides the on-chip debug security ID area at addresses 000C4H to 000CDH
in the flash memory so that the memory content is not read by third parties.

If boot swapping is performed during self-programming, the area at addresses 000C4H to 000CDH and the
area at addresses 010C4H to 010CDH are swapped. Therefore, the same value that is set in the area at
000C4H to 000CDH must also be set in the area at 040C4H to 040CDH.

44K FiEiAELID

RL78G231HIEHl 28 7E N AYMINE000c4h E000cdhib iR/ IR £IDX IS, UEE = A AR IRENIF(E2s
AR

MR BRIZHAEIMITII M, NATHMHE000CAHZE000cdnh i A X AN #IE010c4hZE010cdh b BI X 1,
At, £000c4hZE000CDHAY X 13 AH1% & BYAE B {E M AN TE040CAHE 040cdhBI X IR &,

RO1AN6255EJ0100 Rev.1.00 Page 22 of 71
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4.5 Resources Used by the Sample Program

4.5.1 List of Sections in the ROM Area
Table4-4 lists the sections that the sample program uses in the ROM area.

Table4-4 List of the Sections in the ROM Area

Section Name Description

RFD_DATA n Data section for RFD RL78 TypeO1l

RFD_CMN_f Program section for the API functions that control the common flash memory
RFD_CF_f Program section for the API functions that control the code flash memory
RFD_EX_f Program section for the API functions that control the extra area

RFD_DF_f Program section for the API functions that control the data flash memory
SMP_CMN_f Program section for the sample functions that control the common flash memory
SMP_CF f Program section for the sample functions that control the code flash memory
BOOT_AREA1 Program section for boot cluster 1

USER_APPLICATION | Program section for the user application

COPY_FLAG f Program section for storing the copy completion flag

TEMPORARY_AREA | Program section for storing the receive data

4.5.2 List of the Sections in the RAM Area
Table4-5 lists the sections that the sample program uses in the RAM area.

Table4-5 List of the Sections in the RAM Area

Section Name Description

RFD_DATA nR Data section for RFD RL78 Type01

RFD_CMN_fR Program section for the API functions that control the common flash memory
RFD_CF_fR Program section for the API functions that control the code flash memory
RFD_EX_fR Program section for the API functions that control the extra area

SMP_CMN_fR Program section for the sample functions that control the common flash memory
SMP_CF_fR Program section for the sample functions that control the code flash memory

RO1AN6255EJ0100 Rev.1.00
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4.5 HIEFERNZER
45 1ROMX E&FZRTable4-45H T R BIFEFFEROMX RER BV EL,

RA4-4ROMEXWIZR 3 FIFER

BR B

RFD_DATA_n

RFD_CMN_f

RFD_CF _f

RFD_EX_f

RFD_DF _f

SMP_CMN_f

SMP_CF _f

BOOT_AREA1

AP NAERRIUSER_A

COPY_FLAG_f

TEMPORARY_AREA

Description

RFDRL78Type01#43EEF 7>

1)@ R INTFRIAPIR BBV IZ F 30 )

1ZEH D IATFRIAPIR BBV IE 30 9

1EH SN A APIER $R B9 IZ R 30 )

EH BIRNTFRIAPIR BBV IZ F 30 )
BFEHQHRNENRRBEFED
EHARSIAF B R B RV Z 7 B D

5| SREE1NIEFZD
PPLICATION#ZFF 289>

BT FEERITRARSIEF D
BT R EEEFE D

A5 2RAMK I X B85 R Tabled-5%H T R FERAMX B HEAK

X

RA4-S5SRAMK IR ER 3 51 R

BB B R Description
RFD_DATA_nR | RFDRL78TypeO1¥4E &R 7
RFD_CMN_fR =038 B INTERIAPLR SV 2 B 26 99

RFD_CF_fR EHIACHS N TZRY APIER $X I FE 7 56 59
RFD_EX_fR EHIEIMNX IR APIR RV IZ R 20 92
SMP_CMN_fR BAFEHRIARREZRREIRENZRF D
SMP_CF_fR EHIRIBAEFEN R RENIEFT S
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4.6 List of Constants

Table4-6 and Table4-7 list the constants that are used in the sample program.

Table4-6 List of Constants (1/2)

RL78/G23

fEFRUARTEE MBI R EHE

Constant Name

Value Set By
This Constant

Description

ROM_SIZE_96KB

01H

Value that sets the ROM size to 96 KB

ROM_SIZE_128KB 01H Value that sets the ROM size to 128 KB
ROM_SIZE 192KB 01H Value that sets the ROM size to 192 KB
ROM_SIZE_256KB 01H Value that sets the ROM size to 256 KB
ROM_SIZE_384KB 01H Value that sets the ROM size to 384 KB
ROM_SIZE 512KB 01H Value that sets the ROM size to 512 KB
ROM_SIZE_768KB 01H Value that sets the ROM size to 768 KB
LED_ON 01H LED ON
LED_OFF OOH LED OFF
WRITE_DATA_SIZE 0100H Size of data written to the code flash memory (256

bytes)
CF_BLOCK_SIZE 0800H Block size of the code flash memory (2,048 bytes)
BT1 START_ADDRESS 00004000H Start address of boot cluster 1
BT1 _END_ADDRESS 00007FFFH End address of boot cluster 1
EXECUTE_START_ADDRESS 00008000H Start address of the Execute area
EXECUTE_END_ADDRESSNete 00013FFFH End address of the Execute area
TEMPORARY_START_ADDRESSNete | 00014000H Start address of the Temporary area
TEMPORARY_END_ADDRESSNote 0001FFFFH End address of the Temporary area
CPU_FREQUENCY 32 CPU operating frequency
COMMAND_START 02H Command code for the START command
COMMAND_WRITE_BOOT1 O03H Command code for the WRITE_BOOT1 command
COMMAND_WRITE_TEMP 04H Command code for the WRITE_TEMP command
COMMAND_END 05H Command code for the END command
VALUE_U08_MASK1 FSQ_STATUS_ | 01H Error status mask value for the execution results of
ERR_ERASE the flash memory sequencer

Bit 0: Erase command error
VALUE_U08 MASK1 FSQ_STATUS_ | 02H Error status mask value for the execution results of
ERR_WRITE the flash memory sequencer

Bit 1: Write command error
VALUE_U08_MASK1 FSQ_STATUS_ | 08H Error status mask value for the execution results of
ERR_BLANKCHECK the flash memory sequencer

Bit 3: Blank check command error
VALUE_U08 MASK1 FSQ_STATUS_ | 10H Error status mask value for the execution results of
ERR_CFDF_SEQUENCER the flash memory sequencer

Bit 4: Code/data flash area sequencer error
VALUE_U08_MASK1 FSQ_STATUS_ | 20H Error status mask value for the execution results of

ERR_EXTRA_SEQUENCER

the flash memory sequencer
Bit 5: Extra area sequencer error

Note: The address differs depending on the product used.

Table4-7 List of Constants (2/2)

VALUE_UO08_SHIFT_ADDR_TO_BLO |11 Constant for bit shifting performed for calculating the

CK_CF block number of the code flash memory

VALUE_UO1_MASKO_1BIT 0 Constant for arithmetic operation (0)
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Table4-6F1Table4-75H T REIEFHEANE 2,

Table4-6'E2%51%(12)

"%"%%W _%ﬁ%iﬁﬁBg Description
ROM_SIZE_96KB 01H T BROMA /NG E F96KBHIE
ROM_SIZE_128KB O1H RROMA /NG E 79128KBRIE
ROM_SIZE_192KB 01H RROMA/NEE 79192KBRIE
ROM_SIZE_256KB 01H BROMA/ NG E #9256KBRIE
ROM_SIZE_384KB 01H KROMA /NG E $1384KBHIE
ROM_SIZE_512KB O1H RROMA/NGE H512KBIIE
ROM_SIZE_768KB 01H RROMA /NG E H768KBRIE
LED_ON 01H NSE
LED_OFF O0H 5|FF )
WRITE_DATA_SIZE 0100H B5ANRBRAEFREIEARI (256%F 1)
CF_BLOCK_SIZE 0800H RIBRFEWRAN (2 048F ) ]
BT1_START_ADDRESS 00004000H BESEE 1 B iatthit
BT1_END_ADDRESS 00007FFFH %I%%Eﬂ ByLE SRt
EXECUTE_START_ADDRESS 00008000H | HATTEIA By SGHIL
EXECUTE_END_ADDRESSNo 00013FFFH | HAITXIEIRYEERMtbIE
TEMPORARY_START_ADDRESSNete | 00014000H I BY DXIaf A2 S stk
TEMPORARY_END_ADDRESSNote 0001FFFFH | ImBYXIAYLE Rtk
CPU_FREQUENCY 32 CPUTL{E#M=R
COMMAND_START 02H Brhes < B <R3
COMMAND_WRITE_BOOT1 03H WRITE_BOOT1 8 < By#r < 18T o
COMMAND_WRITE_TEMP 04H WRITE_TEMP#s < BV 88 < X5 T
COMMAND_END 05H LRSS
VALUE_U08_MASK1_FSQ STATUS | 01H NEEFRMUONRITERNBIRRSEIZE: 1BiR |
ERR_ERASE L EHIR
VALUE_U08_MASK1_FSQ_STATUS_ | 02H NFEFRFBVURITERNBRRSHEIBE: S |
ERR_WRITE SHIR
VALUE_U08_MASK1_FSQ STATUS | O8H NEEFRBIMPTERNBIZRSHEILZE: T8 |
ERR_BLANKCHECK KWEMLHEIR
VALUE_U08_MASK1_FSQ_STATUS_ | 10H NEEFBIPITERNVEIRRSBIBESLM: K5 |
ERR_CFDF_SEQUENCER BIRNEX EFREIR
VALUE_U08_MASK1_FSQ_STATUS_ | 20H WZE FasAiTERNIIRRSHISESSM: M|
ERR_EXTRA SEQUENCER X E FresihiR
AR MR R R @R - _
Table4-7E £%13%(22)
VALUE_U08_SHIFT_ADDR_TO_BLO |11 AT it BERBRFNRS M TR AR E #5
CK_CF )
VALUE_U01_MASKO_1BIT 0 BARZEEH(0)
RO1ANG6255EJ0100 Rev.1.00 552431(7100)
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VALUE_U01 _MASK1 1BIT 1 Constant for arithmetic operation (1)
VALUE_U08 MASKO 8BIT OOH Constant for arithmetic operation (O0H)
VALUE_U08 MASK1 8BIT FFH Constant for arithmetic operation (FFH)
COPY_FLAG_USUAL AAAA5555H Value set in the copy flag section

4.7 Enumeration Type

Table4-8 defines the enumeration-type variable used by the sample program.

Table4-8 enum e_ret (Enumeration Variable Name: e_ret _t)

Symbol Name Value | Description
ENUM_RET_STS_OK O0OH | Normal status
ENUM_RET_STS_RECEIVING 01H | Waiting for a command to be sent, or receiving a
command
ENUM_RET_ERR_CFDF_SEQUENCER 02H | Code/data flash area sequencer error
ENUM_RET_ERR_EXTRA_SEQUENCER 03H | Extra area sequencer error
ENUM_RET_ERR_ERASE 04H | Erase error
ENUM_RET_ERR_WRITE 05H | Write error
ENUM_RET_ERR_BLANKCHECK 06H | Blank error
ENUM_RET_ERR_CHECK_WRITE_DATA 07H | Error in comparison between the written data against
the read value
ENUM_RET_ERR_MODE_MISMATCHED 08H | Mode mismatch error
ENUM_RET_ERR_PARAMETER 09H | Parameter error
ENUM_RET_ERR_CONFIGURATION OAH | Device configuration error
ENUM_RET_ERR_PACKET OBH | Packet reception error
RO1AN6255EJ0100 Rev.1.00 Page 25 of 71
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BARZEEHO)

BARZEE#(00H)

BARIEEEH(FFH)

RL78/G23 ERUARTBEF B EHE 4
VALUE_UO1_MASK1 1BIT 1
VALUE_U08_MASKO_8BIT 00H
VALUE_UO8_MASK1_8BIT FFH
COPY_FLAG_USUAL AAAAS555H

EHRIREB D PIRENE

4. 71 EKE

Tabled-8EX T RHIREFERIKNELRT

=
o

Table4-8 enum e_ret (Enumeration Variable Name: e_ret _t)

(SR Bk

| ENUM_RET_STS_OK 00H | EERE

ENUM_RET_STS_RECEIVING 01H | FfekEm<, SEWSm< T
ENUM_RET_ERR_CFDF_SEQUENCER 02H | RBBBURNEX PR ELRHIR
ENUM_RET_ERR_EXTRA_SEQUENCER 03H | BRSMXIEN 88 FE1R

ENUM_RET_ERR_ERASE 04H | EFRTEIR

ENUM_RET_ERR_WRITE 05H | BAEIR

ENUM_RET_ERR_BLANKCHECK 06H | THIEIX
ENUM_RET_ERR_CHECK_WRITE_DATA 07H | EABIESIREVEZ BRILLIRTEIR
ENUM_RET_ERR_MODE_MISMATCHED osH | BEAFLEHIR

ENUM_RET_ERR_PARAMETER 09H | B#EIR

ENUM_RET_ERR_CONFIGURATION 0AH | REEERIR

ENUM_RET_ERR_PACKET 0BH | BIEEZEWEIR

RO1ANG6255EJ0100 Rev.1.00 E25TIHT71TT
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4.8 List of Variables

Table4-9 lists the global variables that are used in the sample program.

Table4-9 List of Global Variables

RL78/G23

fEFRUARTEE MBI R EHE

Type Variable Name

Description

Function Supporting the Variable

uint8 t | f UARTO sendend

Flag indicating that data
sending by the UARTO
was completed

r_Send_nByte
r_Config_ UARTO_callback_sendend

uint32_t | g_copy_end

Flag indicating that data main
copy was ended normally

uint8_t | g_recv_data [261]

Receive data buffer

R_Config_UARTO_Receive
r_AsyncRecvPacketData

uint8 t | g_soft_recv_overrun Flag indicating that data
larger than the receive

data buffer was received r_AsyncRecvpacketData

r_ClearUARTRecvBuff

r_Config_ UARTO_callback_softwareoverrun

4.9 List of Functions

Table4-10 lists the functions that are used in the sample program.

Table4-10 List of Functions

Function Name

Summary

r_rfd_initialize

Initialization processing for RFD RL78 Type01

r_cmd_start

START command processing

r cmd_end

END command processing

r_CF_RangeErase

Range erase processing for the code flash memory

r_CF_EraseBlock

Block erase processing for the code flash memory

r_CF_WriteVerifySequence

Write-and-verify processing for the code flash memory

r_CF_WriteData

Write processing for the code flash memory

r_CF_VerifyData

Verify processing for the code flash memory

r_CheckCFDFSequencerEnd

Sequence end processing for the code flash memory

r_CheckExtraSequencerEnd

Sequence end processing for the extra area

r_RequestBootSwap

Boot swapping execution processing

r_Config_UARTO_callback_sendend

Callback processing at a sending completion interrupt for
UARTO

r_Send_nByte

Data sending processing by UARTO

r_SendACK

Normal response sending processing by UARTO

r_CF_TempCopy

Processing to copy data from the Temporary area

r_CF_MemoryWrite

Processing to reprogram the code flash memory

r_AsyncRecvPacketData

Processing to receive asynchronous command packets

r_GetUARTRecvSize

Processing to obtain the size of the receive data

r_ClearUARTRecvBuff

Processing to clear the receive buffer

userApplicationLoop

Function to implement user application

updateLoop

Processing to receive and run the firmware update command

errorLedOn

Processing to turn on the error LED

RO1AN6255EJ0100 Rev.1.00
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4.8 BIR

RA-FIH T REIEFPERNEREE.

Table4-92 BT EHIX

Type Eégﬂ‘

uint8 t | f UARTO_sendend

uint32_t | g_copy_end

uint8_t | g_recv_data [261]

| Description __ﬁ}%’jﬁéﬂ’g@#&
ERUARTORIXHUIEE r_Send_nByte
SERHIITS r_Config_UARTO_callback_sendend
BTHEEHERERN | main
RS
BUWSIEE HX R_Config_UARTO_Receive

r_AsyncRecvPacketData

uint8 t | g_soft_recv_overrun

PRI SIS r_ClearUARTRecvBuUff

r_AsyncRecvPacketData

ETREBREIATEREESEIE |+ Config UARTO callback .

4.9 FI«®

RA-105H T R BIRE R R IE R RYRE.

RA-10H IR

softwareoverrun

B Summary

v _rfd_initialize RFDRL78Type0 1444 1L 2b 18
r_cmd_start Brhen < 218
r_cmd_end LR IR

r_CF_RangeErase

EBNTF T ER R E

r_CF_EraseBlock

AEDIRZ R4 12

r_CF_WriteVerifySequence

RBSIAERN S MILIEL IR

r_ CF_WriteData

RIBAFHNENLE

r_CF_VerifyData

IEABS A ZRYAN IR

r_CheckCFDFSequencerEnd

BINEFRF Y SR IE

r_CheckExtraSequencerEnd

BN R 5 SR AN I

r_RequestBootSwap

31 SR ITAIE

r_Config_UARTO_callback_sendend

R IXFTRL R ETRY [E] 40 1

r_Send_nByte

UartORYEE 21X A0 318

r_SendACK

UartOBY1E & M R & 3K Ab I8

r_CF_TempCopy

MBS X 15 5 ) iR Ay 20 12

r_ CF_MemoryWrite

RME L BRI ALIBINE

r_AsyncRecvPacketData

RIBLIRKZR oL DAE

r_GetUARTRecvSize

IR DR ISR IR A/

r_ClearUARTRecvBuUff

IR LB R IR R X

userApplicationLoop

SRILFR P N FRAZ R RYThAE

updateLoop IR LR TEIH B <

errorLedOn 03B LT H$8IRLED
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4.10 Specifications of Functions
This section describes the specifications of the functions used in the sample code.

RL78/G23

fEFRUARTEE MBI R EHE

r_rfd_initialize

Summary
Header
Declaration
Explanation
Arguments

Return values

Initialization processing for RFD RL78 Type01

r_rfd_common_api.h, r_rfd_code_flash_api.h, r_cg_userdefine.h
R_RFD_FAR_FUNC e_ret_tr_rfd_initialize(void);

This function performs the processing to initialize RFD RL78 Type01.
None

ENUM_RET_STS_OK: Normal end
ENUM_RET_ERR_CONFIGURATION: Clock configuration error
ENUM_RET_ERR_PARAMETER: Frequency setting error

r_cmd_start
Summary START command processing
Header r_rfd_common_api.h, r_cg_userdefine.h
Declaration R_RFD_FAR_FUNC e_ret_tr_cmd_start(void);
. This function performs processing in response to reception of the START
Explanation
command.
Arguments None

Return values

ENUM_RET_STS_OK: Normal end
ENUM_RET_ERR_MODE_MISMATCHED: Mode mismatch error
ENUM_RET_ERR_ERASE: Erase error

_r_cmd_end
Summary END command processing
Header r_rfd_common_api.h, r_cg_userdefine.h
Declaration R_RFD_FAR_FUNC e _ret tr_cmd_end(void);
Explanation This function performs processing in response to reception of the END command.
Arguments None

Return values

ENUM_RET_ERR_MODE_MISMATCHED: Mode mismatch error

r_CF_RangeErase

Summary
Header
Declaration
Explanation

Arguments

Return values

Range erase processing for the code flash memory

r_rfd_common_api.h, r_rfd_code_flash_api.h, r_cg_userdefine.h
R_RFD_FAR_FUNC e _ret_tr_CF_RangeErase(uint32_t start_addr, uint32_t
end_addr);

This function erases data in the code flash memory.

Data is erased in blocks. The blocks in the range of addresses specified for
arguments will be erased.

uint32_t start_addr: Erase start address

uint32_t end_addr: Erase end address

ENUM_RET_STS_OK: Normal end
ENUM_RET_ERR_MODE_MISMATCHED: Mode mismatch error
ENUM_RET_ERR_ERASE: Erase error
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RTIN BRI BT P E B Y R BB

r_rfd_initialize

Summary RFDRL78Type0189#D#a L2012
Header r_rfd_common_api.h, r_rfd_code_flash_api.h, r_cg_userdefine.h
Declaration R _RFD_FAR_FUNC e _ret_tr_rfd_initialize(void);
Explanation Z R BRI THI IR 1ERFDRL78001 FY AL FE,
Arguments None
ENUM_RET_STS_OK: IE®4R
R [Bl{E ENUM_RET_ERR_CONFIGURATION: BY$HEZE H1%
ENUM_RET_ERR_PARAMETER: #MiZRig & FHiIR
r_cmd_start
Summary BEonen < 2 E
Header r_rfd_common_api.h, r_cg_userdefine.h
Declaration R_RFD_FAR_FUNC e _ret_tr_cmd_start(void);
. ZINAeMaN F /B shes < BT AL I,
Explanation
Arguments None
ENUM_RET_STS_OK: IE®4R
R [EE ENUM_RET_ERR_MODE_MISMATCHED: #&{RILEZEEIR
ENUM_RET_ERR_ERASE: EFREEIR
r_cmd_end
Summary LR IE
Header r_rfd_common_api.h, r_cg_userdefine.h
Declaration R RFD _FAR FUNC e ret_tr_cmd_end(void);
Explanation ZINAEMAN F45 R ep < BT L IR,
Arguments None
R [E{E ENUM_RET_ERR_MODE_MISMATCHED: #&{RILEZEEIR

r CF_RangeErase

Summary
Header
Declaration
Explanation

Arguments

R[EE

RIBAFRIEE R IE

r_rfd_common_api.h, r_rfd_code_flash_api.h, r_cg_userdefine.h
R_RFD_FAR_FUNC e _ret_tr_CF_RangeErase(uint32_t start_addr, uint32_t
end_addn);

LEThRER PR RS IR 77 FR BV £

AR LUR A RO IERR. NS EIEE R G BN ARG R 18 BRo

uint32_tstart_addr:i&BRiECaituint32
_tend_addr: 8BRS SRt

ENUM_RET_STS_OK: IE&E45
ENUM_RET_ERR_MODE_MISMATCHED: 1R RAILE &1
ENUM_RET_ERR_ERASE: BIR$EIR
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r CF_EraseBlock

Summary
Header
Declaration
Explanation

Arguments

Return values

Block erase processing for the code flash memory

r_rfd_common_api.h, r_rfd_code_flash_api.h, r_cg_userdefine.h
R_RFD_FAR_FUNC e _ret_tr_CF_EraseBlock(uint32_t start_addr);

This function erases data in the code flash memory.

A block of data is erased. The block that includes the address specified for an
argument will be erased.

uint32_t start_addr: Erase start address

ENUM_RET_STS_OK: Normal end
ENUM_RET_ERR_MODE_MISMATCHED: Mode mismatch error
ENUM_RET_ERR_ERASE: Erase error

r_CF_WriteVerifySequence

Summary
Header

Declaration

Explanation

Arguments

Return values

Write-and-verify processing for the code flash memory
r_rfd_common_api.h, r_rfd_code_flash_api.h, r_cg_userdefine.h
R_RFD_FAR_FUNC e_ret_tr_CF_WriteVerifySequence(uint32_t
write_start_addr, uintl6_t write_data_length, uint8_t  near *write_data);

This function writes data to the code flash memory and verifies the written data.

uint32_t start_addr,: Write start address

uintl6_t write_data_length: Size of the data to be written

uint8_t __ near *write_data: Data to be written
ENUM_RET_STS_OK: Normal end
ENUM_RET_ERR_MODE_MISMATCHED: Mode mismatch error
ENUM_RET_ERR_ERASE: Erase error

r CF_WriteData

Summary
Header

Declaration

Explanation

Arguments

Return values

Write processing for the code flash memory

r_rfd_common_api.h, r_rfd_code_flash_api.h, r_cg_userdefine.h
R_RFD_FAR_FUNC e _ret_tr_CF_WriteData(uint32_t start_addr, uint16_t
write_data_length, uint8_t __ near *write_data);

This function writes data to the code flash memory.

uint32_t start_addr,: Write start address

uint16_t write_data_length: Size of the data to be written

uint8_t _ near *write_data: Data to be written
ENUM_RET_STS_OK: Normal end
ENUM_RET_ERR_MODE_MISMATCHED: Mode mismatch error
ENUM_RET_ERR_WRITE: Write error

RO1AN6255EJ0100 Rev.1.00
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r CF_EraseBlock

Summary
Header
Declaration
Explanation

Arguments

R[EE

RIS FFRY R PR AL IR

r_rfd_common_api.h, r_rfd_code_flash_api.h, r_cg_userdefine.h
R_RFD_FAR_FUNC e ret tr CF_EraseBlock(uint32_t start_addr);
LEIhREARFR AT IR 77 HR Y EHR

—MEUERIRERR. B& NSEIEE LRI BRIG IR,

uint32_tstart_addr: IEFRECIAHDHE
ENUM_RET_STS_OK: IEE4®R
ENUM_RET_ERR_MODE_MISMATCHED: 1R RAILE &1
ENUM_RET_ERR_ERASE: ZBR&1=

r_CF_WriteVerifySequence

Summary
Header

Declaration

Explanation

Arguments

R [EE

RIBAENS K IELLIE

r_rfd_common_api.h, r_rfd_code_flash_api.h, r_cg_userdefine.h
R_RFD_FAR_FUNC e_ret_tr_CF_WriteVerifySequence(uint32_t
write_start_addr, uintl6_t write_data length, uint8 t  near *write_data);
ZREGEIRS NBAFEHRIEE N IR,
uint32_tstart_addr : 5 N FFia#ituint16_twrite_data_le

ngth: BE NBIEIBRI A/ int8_t__nearrwrite_data:EE

Nk ¢

ENUM_RET_STS_OK: IERER
ENUM_RET_ERR_MODE_MISMATCHED: #&I{ AILEZfE 1%
ENUM_RET_ERR_ERASE: ZEPRIEIR

r CF_WriteData

Summary
Header

Declaration

Explanation

Arguments

R[EE

RIBAFHE AL IR

r_rfd_common_api.h, r_rfd_code_flash_api.h, r_cg_userdefine.h
R_RFD_FAR_FUNC e _ret_tr_CF_WriteData(uint32_t start_addr, uintl16 t
write_data_length, uint8 t  near *write_data);

LR R EIR S NUEAF,

uint32_tstart_addr : 5 NFFia#tibuint16_twrite_data_le

ngth: 25 NBIEIBRI AR/ \wint8_t__nearrwrite_data:BF
NBYEE

ENUM_RET_STS_OK: IE®4R
ENUM_RET_ERR_MODE_MISMATCHED: R RILEZEEIR
ENUM_RET_ERR_WRITE: B AiEIR
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r_CF_VerifyData

Summary
Header

Declaration

Explanation

Arguments

Return values

Verify processing for the code flash memory

r_cg_userdefine.h

R_RFD_FAR_FUNC e_ret_tr_CF_VerifyData(uint32_t start_addr, uint1l6_t
data_length, uint8 t _ near * write_data);

This function verifies the data written to the code flash memory.

uint32_t start_addr: Verify start address

uintl6_t data_length: Data size

uint8_t _ near * write_data: Data to be compared with
ENUM_RET_STS_OK: Normal end (matched)

ENUM_RET_ERR_CHECK_WRITE_DATA: Error in comparison between the
written data and the read value (mismatched)

r_CheckCFDFSequencerEnd

Summary
Header
Declaration
Explanation
Arguments

Return values

Sequence end processing for the code flash memory

r_rfd_common_api.h, r_cg_userdefine.h

R_RFD_FAR_FUNC e_ret_t r_CheckCFDFSequencerEnd(void);

This function confirms that the code flash memory sequence has terminated.
None

ENUM_RET_STS_OK: Normal end

ENUM_RET_ERR_CFDF_SEQUENCER: Code/data flash memory sequencer
error

ENUM_RET_ERR_ERASE: Erase error
ENUM_RET_ERR_WRITE: Write error
ENUM_RET_ERR_BLANKCHECK: Blank error

r_CheckExtraSequencerEnd

Summary
Header
Declaration
Explanation
Arguments

Return values

Sequence end processing for the extra area

r_rfd_common_api.h, r_cg_userdefine.h

R_RFD_FAR_FUNC e_ret_t r_CheckExtraSequencerEnd (void);

This function confirms that the extra area sequence has terminated.
None

ENUM_RET_STS_OK: Normal end
ENUM_RET_ERR_EXTRA_SEQUENCER: Extra area sequencer error
ENUM_RET_ERR_ERASE: Erase error

ENUM_RET_ERR_WRITE: Write error
ENUM_RET_ERR_BLANKCHECK: Blank error
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r_CF_VerifyData

Summary
Header

Declaration

Explanation

Arguments

R[EE

OUEASIAFZRY AL I

r_cg_userdefine.h

R_RFD_FAR_FUNC e _ret_tr_CF_VerifyData(uint32_t start_addr, uint16_t
data_length, uint8 t  near * write_data);

L ERE IR IE B NS IAERIEE.

Uint32_tstart_addr: I@IEFFiE#4Euint16_tdata_lengt

h: #3IEK/)\uint8_t__nearswrite_data: B5Z LK

iR

ENUM_RET_STS_OK: E®%53R (ILAZ) ENUM_RET_ERR_CHECK_WRITE_DAT
A: EABIENEEEZ BN REIR (RLTE)

r_CheckCFDFSequencerEnd

Summary
Header
Declaration
Explanation
Arguments

R[EE

EPAEE:NIE 2P (S

r_rfd_common_api.h, r_cg_userdefine.h

R RFD FAR FUNC e ret tr CheckCFDFSequencerEnd(void);
LEINREFRIARIBINER I B L L,

None

ENUM_RET_STS_OK: IE&EER

ENUM_RET_ERR_CFDF_SEQUENCER: fCr#3EINIZRF5 2855 IRENUM_RET_ERR
_ERASE: ¥EPR$EIRENUM_RET_ERR_WRITE: B A\$E12

ENUM_RET_ERR_BLANKCHECK: TH$&IR

r_CheckExtraSequencerEnd

Page 29 of 71

Summary TINXIH I PP 5 45 R A IR
Header r_rfd_common_api.h, r_cg_userdefine.h
Declaration R _RFD_FAR_FUNC e _ret_tr_CheckExtraSequencerEnd (void);
Explanation ltl:IjJﬁ‘éEmA%'ﬁ’}'l\Zﬁ%‘?’ilJEé&to
Arguments None
ENUM_RET_STS_OK: IEB4Z®R
ENUM_RET_ERR_EXTRA_SEQUENCER: EM/MXIEFF5 28561
R [Bl{E ENUM_RET_ERR_ERASE: 1ZPREEIRENU
M_RET_ERR_WRITE: B A\f&ix
ENUM_RET_ERR_BLANKCHECK: THEIZ
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r_RequestBootSwap

Summary
Header
Declaration

Explanation

Arguments
Return values

Boot swapping execution processing

r_rfd_common_api.h, r_rfd_extra_area_api.h , r_cg_userdefine.h

e_ret_t r_RequestBootSwap(void);

After a reset is performed, this function enables the boot swapping settings, and
then generates an internal reset to restart the CPU.

None

ENUM_RET_ERR_MODE_MISMATCHED: Mode mismatch error

r_Config_UARTO_callback_sendend()

Summary
Header
Declaration

Explanation

Arguments
Return values

Callback processing at a sending completion interrupt for UARTO
r_cg_macrodriver.h
static void r_Config_ UARTO_callback_sendend(void);

This is a callback function that is called at a sending completion interrupt for
UARTO.

None
None

r_Send_nByte

Summary
Header
Declaration

Explanation

Arguments

Return values

Data sending processing by UARTO

Config_UARTO.h, Config_WDT.h

MD_STATUS r_Send_nByte(uint8_t *tx_buff, const uint16_t tx_num);

This function performs sending processing by UARTO.

This function waits until sending of the number of characters specified for an
argument is completed.

uint8_t *rx_buff: Pointer to the send data storage buffer

const uint16_t rx_num: Number of characters to be sent

MD_OK: Normal end (sending completed)

MD_ARGERROR: Parameter error

r_SendACK
Summary Normal response sending processing by UARTO
Header Config_UARTO.h, Config_ WDT.h
Declaration MD_STATUS r_SendACK (void);
. This function uses UARTO to perform sending processing for normal response
Explanation
(01H).
Arguments None

Return values

MD_OK: Normal end (sending completed)
MD_ARGERROR: Parameter error

r_CF_TempCopy

Summary
Header
Declaration
Explanation
Arguments

Return values

Processing to copy data from the Temporary area
r_cg_userdefine.h, string.h

R_RFD_FAR_FUNC e_ret_tr_ CF_TempCopy(void);
This function copies data from the Temporary area.
None

ENUM_RET_STS_OK: Normal end
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r_RequestBootSwap

Summary
Header
Declaration

Explanation

Arguments
R[EE

5| SR MNITALIE
r_rfd_common_api.h, r_rfd_extra_area_api.h, r_cg_userdefine.h

e _ret tr_RequestBootSwap(void);
WITEER, WHEBASISRIRISGE, AREMANIEEUEMBINCPU,

None
ENUM_RET_ERR_MODE_MISMATCHED: #&I{ AILEZfE 1%

r_Config_UARTO_callback_sendend()

Header r_cg_macrodriver.h
Declaration £ voidr_Config_UARTO_callback_sendend (void) ;
_ XZ2— P EARE, EARETRPEEER
Explanation
Arguments None
R [Bl{E None
r_Send_nByte
Summary UartORVERIE & X S0 1
Header Config_UARTO.h, Config_WDT.h
Declaration MD_STATUS r_Send_nByte(uint8_t *tx_buff, const uint16_t tx_num);
ZINAEHUARTOMIT RIX L IE,
Explanation bR EERF, BT ASEIEEN TR LE,
uint8_txrx_buff: I&M&XEHIBEMEE A X6 constui
Arguments nt16_trx_num: BERIENFRE
EEE MD_OK: IER4R (REXFEM)
MD_ARGERROR: B#iR
r SendACK
Summary UartORY1E & MRz & X Jb 18
Header Config_ UARTO.h, Config_ WDT.h
Declaration MD_STATUS r_SendACK (void);
. ZINREEAUARTORITIEE ML (01h) & XL IE,
Explanation
Arguments None
. D IER4 Braasln)
EEE MD_OK: [EBZR (KRIiXFTHK)

MD_ARGERROR: Z#{EiR

r CF_TempCopy

Summary
Header
Declaration
Explanation
Arguments

R [EE

MBS X 15 S 5l £z RY 20 I8

r_cg_userdefine.h, string.h

R _RFD_FAR_FUNC e _ret_tr CF_TempCopy(void);
b IhBE MR BY X 33 8 H1I $54E

None

ENUM_RET_STS_OK: IE®&®R
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r CF_MemoryWrite

Summary
Header

Declaration

Explanation

Arguments

Return values

Processing to reprogram the code flash memory
r_cg_userdefine.h

R_RFD_FAR_FUNC e_ret_tr_CF_MemoryWrite(uint32_t* write_start_addr,
uint32_t write_end_addr, uint8_t __ near * write_data);

This function writes data to memory.

uint32_t* write_start_addr: Write start address

uint32_t write_end_addr: Write end address

uint8_t _ near * write_data: Data to be written
ENUM_RET_STS_OK: Normal end
ENUM_RET_ERR_MODE_MISMATCHED: Mode mismatch error
ENUM_RET_ERR_ERASE: Erase error

r_AsyncRecvPacketData

Summary
Header
Declaration
Explanation

Arguments

Return values

Processing to receive asynchronous command packets

r_cg_userdefine.h

__faruint8_tr_AsyncRecvPacketData(uint8_t *p_cmd_type, uint8_t rdata][]);
This function analyzes asynchronously received data and returns the status.
uint8_t *p_cmd_type: Command information

uint8_t rdata[]: Receive data buffer

ENUM_PACKET_STATUS_OK: Normal end
ENUM_PACKET_STATUS_ERROR: Packet reception error
ENUM_PACKET_STATUS_RECEIVING: Now receiving packets

r_ GetUARTRecvSize

Summary
Header

Declaration

Explanation

Arguments
Return values

Processing to obtain the size of the receive data
r_cg_userdefine.h

Config_UARTO0.h
uintl6_tr_GetUARTRecvSize(void);

This function returns the length of the received data.
None

Size: Length of the received data

r_ClearUARTRecvBuff

Summary
Header

Declaration

Explanation

Arguments
Return values

Processing to clear the receive buffer
r_cg_userdefine.h

Config_UARTO.h

void r_ClearUARTRecvBuff(void);

This function clears the buffer that stores received data.
None

None
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r CF_MemoryWrite

Summary
Header

Declaration

Explanation

Arguments

R[EE

IR EFRIERISNTE

r_cg_userdefine.h

R_RFD_FAR_FUNC e_ret_tr_CF_MemoryWrite(uint32_t* write_start_addr,
uint32_t write_end_addr, uint8 t near * write_data);
LR R EIES NAE

uint32_t*write_start_addr: 5 AFEHtuint
32_twrite_end_addr: B ANEEER#MAEUINt8_t__
nearwrite_data: BE ANBEIE

ENUM_RET_STS_OK: IE®
ENUM_RET_ERR_MODE_MISMATCHED: & AILEZEEIR
ENUM_RET_ERR_ERASE: 1ZEFRHIR

r_AsyncRecvPacketData

Summary
Header
Declaration
Explanation

Arguments

R [EE

WRIBLIZEWE S e D4H

r_cg_userdefine.h

__faruint8 _tr_AsyncRecvPacketData(uint8 t *p cmd_type, uint8_t rdata[]);
LR 2850 4 B DR RV IR HHR B 7S

uint8_t*p_cmd_type: @< {5Buint8_trdata

[0 BKREIRE HPX

ENUM_PACKET_STATUS_OK: IEE4®R

ENUM_PACKET_STATUS_ERROR: #iEE#ZIEIR
ENUM_PACKET_STATUS_RECEIVING: ITEiZENEIESR

r GetUARTRecvSize

Summary
Header

Declaration
Explanation

Arguments
R[EE

03B LUR G W EHRRY R/
r_cg_userdefine.h

Config_ UARTO.h

uintl6_tr GetUARTRecvSize(void);
LE B #50R B I BRI K E .

None

Size: EWHIENKE

r_ClearUARTRecvBuff

Summary
Header

Declaration
Explanation

Arguments
R[EE

03B LB RRIFEW R A X
r_cg_userdefine.h

Config_ UARTO.h

void r_ClearUARTRecvBuff(void);
bR EUE R E BRI &R A X,
None

None
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userApplicationLoop

userApplicationLoop

Summary
Header
Declaration
Explanation
Arguments
Return values

Function to implement user application
r_cg_userdefine.h

void userApplicationLoop(void);

Sample application implemented that blinks LED1/LEDS.
None

None

updatelLoop
Summary Processing to receive and run the firmware update command
Header r_cg_userdefine.h
Declaration e_ret_t updateLoop(void);
Explanation This function receives and runs the firmware update command.
Arguments None

Return values

ENUM_RET_STS_OK: Normal end
ENUM_RET_ERR_CONFIGURATION: Clock configuration error
ENUM_RET_ERR_PARAMETER: Frequency setting error
ENUM_PACKET_STATUS_ERROR: Packet reception error
ENUM_PACKET_STATUS_RECEIVING: Receiving packets
ENUM_RET_ERR_MODE_MISMATCHED: Mode mismatch error
ENUM_RET_ERR_ERASE: Erase error

errorLedOn
Summary Processing to turn on the error LED
Header r_cg_userdefine.h
Declaration void errorLedOn(void);
Explanation This function turns on LED7 and turns off the other LEDs if an error occurs.
Arguments None
Return values None
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Summary LI F N RERFBIhEE
Header r_cg_userdefine.h
Declaration void userApplicationLoop(void);
Explanation SEHLAIKRLED 1 LEDSRYR I N FRFE o
Arguments None
:@EHE None
updateLoop
Summary IR LR EITEH E e <
Header r_cg_userdefine.h
Declaration e _ret_t updateLoop(void);
Explanation Jtl:%ﬁ‘éi*%ﬂ&l#@ﬁ#%%ﬁ%\o
Arguments None
ENUM_RET_STS_OK: IE®#®R
ENUM_RET_ERR_CONFIGURATION: AYfhAC & $81%
ENUM_RET_ERR_PARAMETER: #ZEI&E IR
R [E{E ENUM_PACKET_STATUS_ERROR: #¥iBEZUNEEIRENUM_PA
CKET_STATUS_RECEIVING: ZUWEHIEE
ENUM_RET_ERR_MODE_MISMATCHED: #&XX RILEZEEIR
ENUM_RET_ERR_ERASE: EPRIEIR
errorLedOn
Summary 1B UFT FFE8IRLED
Header r_cg_userdefine.h
Declaration void errorLedOn(void);
Explanation WMREEHEIR, WIHEERKITFLED7H XA EH M Led,s
Arguments None
R[EE None
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4.11 Flowcharts

4.11.1 Main Processing

Figure 4-1, Figure 4-2 shows the flowchart of the main processing.

Figure 4-1 Main Processing (1/2)

C

main

Start UARTO operation
R_Config_UARTO_Start()

Enable Interrupts

EIQ

Is the value of copy flag normal?

YES

NO

A 4

r_rfd_initialize()
RFD RL78 TypeO01 Initialization process

nitialization completed successful

NO

P41(LED®G): lights up

r cmd_end
END command processing

Process completed successfully

NO

P41(LEDG) : lights down

r_RequestBootSwap()
Request boot swap process

A

o
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4.11 Flowcharts
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Figure 4-2 Main Processing (2/2)
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Has the process been
successfully completed?

NO

Clear a receive buffer
r_ClearUARTRecvBuff()

P03 (LED1) or P76 (LEDS) : Blinking
userApplicationLoop()

Processing to receive and run the
firmware update command
updateLoop()

Has the process been
successfully completed?

YES | : While(1) loop

NO

\4

\ 4

Error process
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\ 4
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4.11.2 Processing to receive and run the firmware update command

Figure 4-3, Figure 4-4, and Figure 4-5 shows the flowchart of processing to receive and run the firmware
update command
Figure 4-3 Processing to receive and run the firmware update command (1/3) E4-31 WIS T E 4 EMHG TIRIE(13)

( updateLoop() > ( updateLoop() >
R O e E Al P
. : - - ~ E —- — M

Is RFD initialization flag False?

r_rfd_initialize() . .
RFD RL78 TypeO01 Initialization process RFDRL78TypeO1#13a 1312

Has the process been
successfully completed?

YES

Set RFD initialization flag as True

Asynchronous command packet reception BIaTaER
processing
r_AsyncRecvPacketData(&cmd_type, rdata) r_AsyncRecvPacketData(&cmd_type, rdata)

e TSRl
K .
L/ o

B

Is the packet reception
processing completed?
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Figure 4-4 Processing to receive and run the firmware update command (2/3) Bl4-4 T EHF B G T RIE(23)

Is received packet correct?

Clear receive buffer BRRIENE B X r_Clear
r_ClearUARTRecvBuff
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@
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Writing mode
Operating mode

Normal mode

P0O2(LED2) : Lights up

Process START command HIEBm S
r_cmd_start()

P0O2(LED2) : Lights down

I »
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\ 4
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Writing mode
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write_end_addr, write_data) write_end_addr, write_data)

Has the process been
successfully completed?

UARTO normal response UARTOIE & i i
r_SendACK()
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A 4

A 4
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Figure 4-5 Processing to receive and run the firmware update command (3/3)
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4.11.3 Initialization processing for RFD RL78 Type0l
Figure 4-6 shows the flowchart of Initialization processing for RFD RL78 TypeO1.

Figure 4-6 Initialization processing for RFD RL78 Type0l

< r_rfd_initialize() >

Is HOCO running?

A 4

Initialize RL78 RFD Type0O1 HOCO failed to run
R_RFD_Init(CPU_FREQUENCY) Set error status to ret_value
NO
Is initialization finished?
YES
A 4

RFD Initialization failure
Set error status to ret_value

A 4

A

< return >

4.11.3FFRFDRL78Type01 B9 #IA L IEE 4-63R 7~ B FRFDRL78Type01BI¥I 5 1L
IRV RIZEL,

El4-6RFDRI78Type01 894114 1L 0 12

< r_rfd_initialize() >

Is HOCO running?

y

Initialize RL78 RFD Type01 HOCOIEATAR IR
R_RFD_Init(CPU_FREQUENCY) BHEIRRESIRE Aret_value

e R

ey g

A 4
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4.11.4 START command processing
Figure 4-7 shows the flowchart of START command processing

Figure 4-7 START command processing

RL78/G23 ERUARTBEF B EHE 4
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|

Disable Interrupts
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4.11.5 END command processing
Figure 4-8 shows the flowchart of END command processing

Figure 4-8 END command processing
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< r_cmd_end() )
|

Disable interrupts _
DI() IE=0
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4.11.6 Range erase processing for the code flash memory

Figure 4-9 shows the flowchart of range erase processing for the code flash memory

Figure 4-9 Range erase processing for the code flash memory
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4.11.7 Block erase processing for the code flash memory 4.11. 7B A FRR B PR b 12
Figure 4-10 shows the flowchart of block erase processing for the code flash memory El4-10~H T BT RBREFENRERLIENREZR
Figure 4-10 Block erase processing for the code flash memory El4a-101Xi3ATZAYIRIZFR L IR
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4.11.8 Write-and-verify processing for the code flash memory

Figure 4-11 shows the flowchart of write-and-verify processing for the code flash memory

Figure 4-11 Write-and-verify processing for the code flash memory
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4.11.9 Write processing for the code flash memory
Figure 4-12 shows the flowchart of write processing for the code flash memory

E4-12KBRAFNE AR

Figure 4-12  Write processing for the code flash memory
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4,11.10 Verify processing for the code flash memory
Figure 4-13 shows the flowchart of verify processing for the code flash memory

Figure 4-13  Verify processing for the code flash memory
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411.11 Sequence end processing for the code flash memory 4.11.11 BINFRNFIIS R E
Figure 4-14 and Figure 4-15 shows the flowchart of sequence end processing for the code flash memory El4-14ME4-157 0 T BT RBRENFFILERGENRIEZE
Figure 4-14 Sequence end processing for the code flash memory (1/2) B4-14BRAENFTISERBIE(12)
( r_CheckCFDFSequencerEnd() > ( r_CheckCFDFSequencerEnd() >
Wait for the processing finished EFRIEERL
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Wait for the processing finished HIFRIEERL
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Get error status RENEEIRIRS
R_RFD_GetSequencerErrorStatus(&status_flag) R_RFD_GetSeq us(&status_flag)
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Figure 4-15 Sequence end processing for the code flash memory (2/2)
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4.11.12 Sequence end processing for the extra area
Figure 4-16 and Figure 4-17 shows the flowchart of sequence end processing for the extra area

Figure 4-16 Sequence end processing for the extra area (1/2)
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RL78/G23 ERUARTRIEA]

JEThAZ i &3 &

Figure 4-17 Sequence end processing for the extra area (2/2)
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4.11.13 Boot swapping execution processing 4.11.13 SI1RZHRAITRIE
Figure 4-18 shows the flowchart of boot swapping execution processing El4-18% 5| SXMHITRIERRIZE
Figure 4-18 Boot swapping execution processing E4-185| SRR 1T IR
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Change the flash memory sequencer to programming BINGEERFRERNRIE
mode

No No

Changed to programming mode BERAREER

v
TEret_value g B FBIRRES

v

Set error status in ret_value

< <
YES YES
Request boot swap after reset EEFBERIISRIR
R_RFD_SetExtraBootAreaReq(next_boot_cluster) R_RFD_ t_cluster)
< <
Change the flash memory sequencer to normal mode BREFYISBERNEBER

No No

Changed to normal mode BRAEEER

v

TEret_valueIR EFEIRRE

v

Set error status in ret_value

A

A

YES YES
Invoke internal reset AR MREBEIR_RFD
R_RFD_ForceReset _ForceReset

( return > < return >

RO1AN6255EJ0100 Rev.1.00 Page 50 of 71 RO1AN6255EJ0100 Rev.1.00 855001471
Aug.04.22 RENESAS Aug.04.22 RENESAS



RL78/G23

Updating Firmware by Using UART Communication and Boot Swapping

4.11.14

Callback processing at a sending completion interrupt for UARTO

Figure 4-19 shows the flowchart of callback processing at a sending completion interrupt for UARTO

Figure 4-19 Callback processing at a sending completion interrupt for UARTO
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4.11.15

D

ata sending processing by UARTO

Figure 4-20 shows the flowchart of Data sending processing by UARTO

Figure 4-20 Data sending processing by UARTO
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4.11.16 Normal response sending processing by UARTO
Figure 4-21 shows the flowchart of normal response sending processing by UARTO

Figure 4-21 Normal response sending processing by UARTO
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4.11.17 Processing to copy data from the Temporary area
Figure 4-22 shows the flowchart of processing to copy data from the Temporary area

Figure 4-22 Processing to copy data from the Temporary area
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4.11.18

Processing to reprogram the code flash memory
Figure 4-23 shows the flowchart of processing to reprogram the code flash memory

Figure 4-23 Processing to reprogram the code flash memory
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4.11.19 Processing to receive asynchronous command packets
Figure 4-24 shows the flowchart of processing to receive asynchronous command packets

Figure 4-24 Processing to receive asynchronous command packets
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4.11.20

Figure 4-25

Processing to obtain the size of the receive data
Figure 4-25 shows the flowchart of processing to obtain the size of the receive data

Processing to obtain the size of the receive data
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4.11.21 Processing to clear the receive buffer
Figure 4-26 shows the flowchart of processing to clear the receive buffer

Figure 4-26 Processing to clear the receive buffer
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4.11.22 Processing to turn on the error LED

Figure 4-27 shows the flowchart of processing to turn on the error LED

Figure 4-27 Processing to turn on the error LED
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5. GUI-Based Tool for Writing Data

This chapter describes the GUI-based tool for writing data to the target device simply by running an
executable file (.exe). Select the binary file (.bin) that contains the data to be written. To perform a write

again, restart the tool.

5.1 Generating a File Required to Write Data

Before you can use the GUI-based tool, generate a binary file (.bin) that will be written. For details about how
to generate a binary file, see the following sections.

5.1.1 Using CS+to Generate a Binary File

In the [Project Tree], select [CC-RL (Build Tool)], and then open the [Hex Output Options] tab.

Figure 5-1 Generate a binary file in CS+ (1/6)
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In the [Hex Output Options] tab, under [Output File], set [Yes] for [Output hex file]. TR EEmDETR R, FEEXHT, Alad s EngE R

Select [Division output file], and then, in the dialog box that appears, enter a character string in the following EE[DEE ], AREHIMINEESR, ZUTERIBAF RS

pattern:

XXXXXXXXXX . bin=0-YYYYYYYYY XXXXXXXXXX . bin=0-YYYYYYYYY

For XXXXXXXXXX, specify the project name. For YYYYYYYYY, specify the last address of the code flash SHEFXXXXXX, EEMEZM. TFYYYYYYYYYYYY, IEEEFANIKRENABAFNREMIL,

memory of the device to be used.

Figure 5-2 Generate a binary file in CS+ (2/6) B 5-27ECS+HE R Z# HI3XF(26)
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Output padding data [Fe2] FF Output padding data FF
GRG Operation GRG Operation
Messaze Message
Others Others
Output hex file Outputhex file
Selectz whether to output a hex file, Selects whether to output a hex file.
Thiz option correzponds to the —FOrm option of the rlink command. Thig option corresponds to the —FOrm option of the rlink command.
\ Common Options / Compile Options { Assemble Options | SMS Assemble O/ Link Options ) Hex Output O... ;| 1/OHeaderFile . /= , Common Options | Compile Options / Assemble Options / SMS Assemble O... / Link Options ), Hex Output O... /| /O HeaderFile_. /=
Figure 5-3 Generate a binary file in CS+ (3/6) E5-37£CS+(36) PR Zi# B4
Text Edit * Text Edit d
Text: Text:
r(1an 2650 100-r 782 23—-flashhin=0-1FFFF | r01anf2565ii0100-r|78g23—flash hin=0-1FFFF |
Placehalder: Placeholder:
Placehalder Walue 63 Flaceholder Value 2
fictiveProjectDir Co¥zers¥ARTT00¥ Desktop¥r 0 1anf 25 b 0100-r 178 ActiveProjectDir Ci¥lzers¥A5T7T00¥Desk top¥r 0 1anb 255 01 00-r17 8
ActiveProjectMicomMame  RYF100GLGxFE ActiveProjectMicomMame  RIF100GLGxFE
BctiveProjectMame r01anf2bh)j0100-r[78223-flazh ActiveProjectMame r01anb255)j0100-r17 32 23-flazh
BuildModeMame DefaultBuild v BuildModeName DefaultBuild W
£ > £ >
T [ ok || Concel ||t

In the [Hex Output Options: tab, under [Hex Format], set [Hex file format] to [Binary file (-FOrm=Binary)]. EH7GHEEET: SRR, EH/SEEERT, Bl RS R g BE AT (-Form=2##) T
RO1AN6255EJ0100 Rev.1.00 Page 61 of 71 RO1AN6255EJ0100 Rev.1.00 $£6101(7100)

Aug.04.22 RENESAS Aug.04.22 RENESAS



RL78/G23

Updating Firmware by Using UART Communication and Boot Swapping

RL78/G23 ERUARTBIEM B EFHE G

Figure 5-4 Generate a binary file in CS+ (4/6)

4, CC-RL Property a| (&=
w  QOutput File

Cutput hex file Yes

Output folder ¥BuildModeMamek

Cutput file name XProjectMameXbin

5 Divizion output file Division output file[1]
+ Hex Format 1
Binary file{(—FOrm=Binary) A
T UPUSE0 areas M DUt ranees Wi T Ve 125 R A 27 M-FOrmeHexadecimal)

e R0 —5- 58 T 72 L-FOrm=Stype)
! =Stype
> GRG Operation Vil T J74 JL-FOrm=BEinary)
> Message ! ————
> Others

Hex file format

Select the hex file format.
Thiz option corresponds to the -FOrm option of the rlink command.

\ Common Options ,( Compile Options ,( Assemble Optitms;_AJ SMS Assemble O,.,/ Link Options } Hex Output O... | I/O HeaderFile. _:" 5
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EI5-47ECS+ARE R Z# B34 (46)

4, GG-RL Property & (2 |-+
v QOutput File

Cutput hex file Yes

Output folder %BuildModeMamek

COutput file name XProjectHameXbin

5 Divizion output file Division output file[1]
~ Hex Format 1
Binary file(—-FOrm=Binary) )
T EPUSE areas e QU fanecs Wi e vare TS5 ISR 27 H-FOrm=Fexadecimal

F 0= 554 F 294 JLI-FOrm=5type)

—FOrm=Binary)

CQutput padding data
i (h)‘ eRG Operation T D5 L
» Others

Hex file format
Select the hex file format.
Thiz option corresponds to the —FQrm option of the rlink command.

\ Common Options ,f Compile Options ,f Assemble Options_,( SMS Assemble O,( Link Options  Hex Output O... /| I/O HeaderFile _:f 5
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In the [Hex Output Options] tab, under [Hex Format], set [Fill unused areas in the output ranges with the
value] to [Yes (Specification value) (-SPace=<Numerical value>)].

Figure 5-5 Generate a binary file in CS+ (5/6)

FElHA#EHBEEEDNER RS, F[HEHERIT, BREERREECETREANXKENIKENE (
MAEE) (-SPace=<#{E>) 1o

EI5-57ECS+HRE R Z# HI3 1 (56)

A, GC-RL Property a 2 - |+
» Qutput File
Cutput hex file ez
Cutput folder YBEuildModeMame®
Cutput file name %XFProjectMameXbin
Divigion output fil= Division output file[1]
| Hex Format
Fex TiIe Tor mat Binary file(-FOrm=Binary)
Yes(Specification value){-SPace=<{MNumerical value>) -
LTpUt padding data ‘Yes{ Random)-SPace=Randam)
CGRG Operation
Meszage [
Others

Fillunusged areas in the output ranges with the value

Select whether to fill unuzed areasz in the output ranges with the value.
Thiz option correzponds to the -5Pace option of the rlink command.

' Common Options ,( Compile Options ,( Assemble Dptions.,( SMS Assemble O,( Link Options _}. Hex Qutput O... 4 10 HeaderFile_. f 5

# GCC-RL Property a 2 -+
» Output File
Output hex file Yes
Cutput folder ¥BuildModeMame¥
Cutput file name %ProjectMameXbin
[livizion output file Division output file[1]
IV Hex Format |
23 file for ma Binary file(-FOrm=Binary)
Yes{Specification value){(-SPace={Numerical value>) v
iput padding data “Yest Randomj{-5Pace=Random)
GRG Operation
Meszzage Mo
Others

Fillunused areas in the output ranges with the value
Select whether to fill unused areas in the output ranges with the value.
Thig option corresponds to the —SPace option of the rlink command.

' Common Options ,( Compile Options ,( Assemble Dptions.,( SMS Assermnble O,( Link Options }. Hex Output 0... | I/0HeaderFile_. f 5

In the [Hex Output Options] tab, under [Hex Format], set [Output padding data] to [FF].
Figure 5-6 Generate a binary file in CS+ (6/6)

FE[H7s B R DET R, EHA#EERT, BaRERBIEIRENIFFL
EI5-67ECS+HE R Z# B34 (66)

4 GCC-RL Property a 2 -+
% QOutput File

Cutput hex file Yes

Output folder %BuildModeMamek

Output file name XProjectHameXbin

Divizion output file Divizion output file[1]
v Hex Format

Hez: file format Binary file(—FOrm=Binary)

Lyalue>)

Qutput padding data

Specify the output padding data.

Specify the output paddine data in hexadecimal,

Thig option correzponds to the -5Pace option of the rlink command.

\ Commaon Options ,f Compile Options ,Jf Assemble Dptionsl,{’ SMS Assemble D,( Link Options ,: Hex Output O... / I/0 HeaderFile / ¥

4, GC-RL Property a 2 - |+
* Qutput File

Cutput hex file ‘ez

Cutput folder 4%BuildModeMameX

Output file name XProjectNameXbin

Divizion autput file Divizion output file[1]
~ Hex Format

Hex file format Binary file{-FOrm=Binary)

ical yalue>l

ing data

Output paddine data

Specify the output padding data.

Specify the output padding data in hexadecimal.

Thiz option correzpondz to the =5Pace option of the rlink command.

' Common Options ,{’ Compile Options ,{’ Assemnble Dptions_,( SMS Assemble O,{’ Link Options ; Hex Qutput O... | I/0 HeaderFile f ¥

A binary file is generated when you build a project.
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5.1.2 Using e2studio to Generate a Binary File
In the [Project] tab, select [Properties].

Under [C/C++ Build], select [Settings].

Figure 5-7 Generate a binary file in e2 studio (1/3)

Resource
Builders
Build Variables
Environment
Logging
Stack Analysis
Tool Chain Editor
C/C++ General
Project Natures
Project References
Renesas QF
Run/Debug Settings
Task Tags
Walidation

Select [Converter] and [Output] in the [Tool Settings] tab.

Figure 5-8 Generate a binary file in e2 studio (2/3)

5 Tool Settings| Toolchain  Devic

B8y SMS Assembler

&3 Common

By Compiler

B3y Assembler

By Linker

w B3 Converter

@ Output
[ Hex format
(# CRC Operation
# Miscellaneous
2 User
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Select the [Run the load module converter] check box.

From the [Output file format] drop-down list, select [Output a binary file].

Click the [Add] button, and then enter a character string in the following pattern:
- I XXXXXX . bIn=0-YYYYYY

For XXXXXX, specify the project name. For YYYYYY, specify the last address of the code flash memory of
the device to be used.

Figure 5-9 Generate a binary file in e2 studio (3/3)

I Cutput hex file I

Output file format (-form) Binary file e

Intel HEX file
Motorola S-record file

Check whether address rang

Division output file (-cutput=<File name:>) & Ij 2 &P

& Edit Dialog *

Division output file

Format:

<File name.ext>{=<5tart address (hex)>-<End address (hex)>|<5ection
name=> [i..)}[/Load Address)

| ../r01an6255(j0100-78g23-flash.bin=0-1FFFF] |

“ OK Cancel

A binary file is generated when you build a project.
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BEHEIFMNIED, RAERUTEIBMAFTTS:

- /XXXXXX_bin=0-YYYYYY

SFFXXXXXX, IBEMB BT XTFYYYYYY, IEEEFEAMEENRERNEFENRGU,

El5-97fe2studio E B —i# #1314 (33)

IDutput hex file I

Output file format (-form) Binary file ~

Intel HEX file
Motorola S-record file

Output file directory (-output) E',inar}rfile
[Ble @ 51 ¢

Check whether address rang

Division output file (-cutput=<File name=)

& Edit Dialog X

Division output file

Format:

<File name.ext>{= <5tart address (hex)>-<End address (hex)>| <5ection
name>[i...]}[/Load Address)

||../ro1an6255)j0100-rI78g23-flash. bin=0- 1FFFF |

“ QK Cancel
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5.1.3 Using IAR EW to Generate a Binary File

In the [Project] tab, select [Options].

In the [Category] list box, select [Linker], and then select the [Checksum] tab.

Select the [Fill unused code memory] check box.

For [Fill pattern], specify OxFF. For [Start address], specify 0x0. For [End address], specify the last address

of the code flash memory of the device to be used with a hexadecimal humber prefixed by "0x".

Figure 5-10 Generate a binary file in IAR EW (1/2)

RL78/G23

fEFRUARTEE MBI R EHE

Options for nede "2men_kakikae_LED1_128KB"
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General Options
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In the [Output Converter] tab, select the [Generate additional output] check box.
From the [Output format] drop-down list, select [Raw binary].

Then, click [OK]. A binary file is generated when you build a project.

Figure 5-11 Generate a binary file in IAR EW (2/2)

Options for node "2men_kakikae_LED1_128KB"
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5.2 FAEFGUINTA

Run BootSwapGUI.exe.

RL78/G23 Updating Firmware by Using UART Communication and Boot Swapping

5.2 Using GUI-Based Tool
Run BootSwapGUI.exe.

Select the radio button for the ROM size of the device to be used. ERBFERANISENROMA/NI BIERH,

Figure 5-12 Description of GUI (1/2) E5-12GUIAY35BA(12)

o BootSwapGLU — O > ol BootSwapGU — O *
“er 1.00 Wer 1.00
ROM zize ROM zize
() 96KE () 334KE () 96KE () 334KE
() 128KE () 512KE i) 128KE i) 512KE
() 192KE () 7683KE ) 192KE () 763KE
() 256KE () 256KE
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From the drop-down list, select an available COM port, and then click [Connect] to connect to the target

device.

Click [Open], and then select the program (.bin) to be written.

Click [START] to start writing the program.

The progress bar shows the progress of write processing.

Figure 5-13 Description of GUI (2/2)

o5 BootSwapGUI

Yer 1.00

|v | Connect |

COMY

| I Open I

START

[¢—— Progress bar

After writing is complete, exit BootSwapGUI.exe.
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6. Sample Code 6. {5185
Sample code can be downloaded from the Renesas Electronics website. FIACHD BT M I i B T P ik T #o
7. Reference Documents 7.82EXH
RL78/G23 User's Manual: Hardware (RO1UH0896) RL78G23 R F FAt: 5B+ (ROTUHO896)RL78 K ER F
RL78 family user's manual software (R01US0015) FAEMFROTUSO015) \
The latest versions can be downloaded from the Renesas Electronics website. B TR A5 A M IR = BB F Wit 2,
FAREH
Technical update
The latest versions can be downloaded from the Renesas Electronics website. B HThR 2 A M IR TE BB F ik &L
Website and Support g e 3% 1%
Renesas Electronics Website T 7 B8 F P iy
http://www.renesas.com/ http://www.renesas.com/
Inquiries Inquiries
http://www.renesas.com/contact/ http://www.renesas.com/contact/
All trademarks and registered trademarks are the property of their respective owners. FrE B EM BRI N EE BB &M,
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.
1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an I/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or 1/0
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between Vi
(Max.) and Vi (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between Vi. (Max.) and Vix (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSl is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-
evaluation test for the given product.
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Notice

1. Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.

2. Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.

3. Nolicense, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.

4. You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.

5. You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.

6. Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.

7. No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.

8. When using Renesas Electronics products, refer to the latest product information (data sheets, user’'s manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.

9. Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.

10. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.

11. Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.

12. ltis the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.

13. This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.

14. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

(Notel) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.
(Note2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.5.0-1 October 2020)

Corporate Headquarters Contact information

TOYOSU FORESIA, 3-2-24 Toyosu, For further information on a product, technology, the most up-to-date
Koto-ku, Tokyo 135-0061, Japan version of a document, or your nearest sales office, please visit:
WWW.renesas.com www.renesas.com/contact/.

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

© 2022 Renesas Electronics Corporation. All rights reserved.
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